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Abstract

The present study investigates methods for integrating external APIs into the Unity development environment, with a
particular focus on private API communication for real-time data visualisation from industrial IoT sensors. The
research evaluates four approaches—UnityWebRequest, HttpWebRequest, HttpClient, and native JSON parsing—
assessing their viability in secure, session-based enterprise scenarios. A detailed case study involving the development
of an interactive Unity-based platform serves as the experimental basis for evaluating each method. The results of the
study indicate significant limitations with UnityWebRequest, which consistently fails when used with private APIs,
returning HTTP 403 errors due to inadequate session and cookie management. Despite the fact that HttpWebRequest
offers greater flexibility and manual configuration options, it also exhibited a similar degree of unreliability, repeatedly
resulting in HTTP 401 Unauthorized responses, even in instances where session cookies were explicitly configured.
The HttpClient approach was the only one to demonstrate consistent success across all of the tested scenarios. The
system exhibited consistent reliability in authentication processes, ensuring session persistence through effective
cookie management. Furthermore, it integrated seamlessly into Unity's asynchronous architecture, thereby further
enhancing its functionality. Its compact syntax and modern design further enhance its suitability for use in complex,
data-driven Unity applications.The findings provide practical insights for the design of immersive, XR-enabled
systems and digital twins developed in Unity within the framework of Industry 5.0. Future research directions should
include the following: firstly, the identification and resolution of interoperability challenges; secondly, the
enhancement of security through the adoption of decentralised architectural models.
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1. Introduction

In the contemporary industrial landscape, the evolution towards connected and smart products has become inevitable.
In order to maintain competitiveness in the global marketplace, various industries, including mechanical engineering,
automotive manufacturing and personal care, must incorporate services into their products. The rapid expansion of the
Internet of Things (IoT) has accelerated this transformation, resulting in a demand for user-centred, financially
sustainable, and technically feasible solutions that add value for both consumers and producers (Vitali et al. 2017).
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The advent of Industry 5.0 has precipitated a paradigm shift in industrial operations, characterised by the integration
of human intelligence with advanced technologies. The Internet of Things (IoT) is instrumental in this paradigm, as it
facilitates the collection and analysis of real-time data from distributed sensors and devices, thereby enhancing
operational efficiency (Blinova et al., 2024). However, the increasing complexity of interconnected devices gives rise
to challenges in terms of interoperability, innovation management and security (Rizzo et al., 2016; Del Giudice, 2016).
In this context, Application Programming Interfaces (APIs) emerge as vital tools for extending platform capabilities
and enhancing flexibility. These tools enable Unity applications to access external data sources, connect with cloud
services, and create user-centric interfaces, a capability that is especially valuable in environments such as industrial
simulation, virtual reality (VR), augmented reality (AR), and business analytics (Miorandi et al., 2012).

Unity, which was originally developed for the purpose of creating video games, has undergone a significant evolution,
resulting in its current status as a versatile cross-platform tool. This transformation has led to its utilisation in a wide
range of domains, including enterprise-level applications. The native capabilities of the system, such as real-time
rendering and physics simulation, are significantly enhanced through API integration, especially in the context of [oT-
related functionalities (Haas, n.d.).

Despite the extensive documentation on Unity's API usage, the majority of resources are focused on open or public
APIs. However, in the context of enterprise environments, there is often a requirement to interact with private APIs,
which introduce unique challenges, including restricted access and authentication constraints. The present paper
addresses these challenges by examining and comparing several API integration methods in Unity, focusing
particularly on private business applications.

1.1 Objectives

The primary objective of this study is to identify and validate the most suitable method for integrating private APIs
into Unity-based systems, particularly within industrial and enterprise contexts where secure data transmission, session
management, and real-time performance are essential. Despite the fact that Unity provides native tools for HTTP
communication, these mechanisms frequently prove to be inadequate when interacting with private cloud
infrastructures that require robust authentication and persistent session handling.

The objective of this work is to:

e Analyze and compare the behavior of different API integration techniques available in Unity, specifically
UnityWebRequest, HttpWebRequest, and HttpClient, with attention to their compatibility with secure
endpoints.

e Assess the practical advantages and constraints of each method in handling authentication, session
persistence, and data visualisation within private IoT environments.

e Develop and test a Unity platform capable of retrieving and rendering real-time sensor data through API calls
secured by session-based authentication.

e Provide concrete implementation strategies and reusable code structures that facilitate integration and reduce
development overhead in similar industrial use cases.

e  Offer actionable insights to support the development of XR-enabled systems, digital twins, and data-driven
industrial applications aligned with the vision of Industry 5.0.

By pursuing these objectives, the study seeks to define a practical and extensible integration model that enables Unity
to interact reliably with secure APIs, supporting the broader adoption of immersive and intelligent systems in industrial
innovation.

2. Literature Review

The integration of Application Programming Interfaces (APIs) and the Internet of Things (IoT) plays a fundamental
role in the development of real-time, data-driven platforms across industries. APIs function as intermediaries, thereby
facilitating communication between software components and external data sources. This enables the modular design
of scalable systems.

2.1 Internet of Things (IoT)

The Internet of Things (IoT) concept signifies a technological evolution in which devices, sensors, and systems are
interconnected to collect, process, and act on real-time data. In industrial environments, the Internet of Things (IoT)
plays a pivotal role in the automation of processes, the enhancement of efficiency, and the facilitation of informed
decision-making. In the contemporary era of Industry 5.0, the Internet of Things (IoT) has emerged as a pivotal
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technology, instrumental in the transformation of operational strategies through the integration of real-time analytics
with human-machine collaboration (Blinova et al., 2024).

These smart systems are composed of four layers: data collection via sensors, data transmission through networks, data
processing using intelligent software, and actionable implementation based on insights (Batsi and Tennina 2024). The
capacity to visualize this data through platforms such as Unity enhances control and user interaction in monitoring
systems and simulations (Kok, 2021).

However, the increasing volume and heterogeneity of connected devices give rise to critical challenges, including data
security, system interoperability, and scalability (Fatima et al. 2022; Weber 2010). It is imperative that solutions are
adaptable, capable of interfacing with diverse hardware and services while ensuring secure and reliable data exchange.

2.2 Application Programming Interfaces (APIs)

APIs facilitate structured communication across applications without disclosing internal logic, thereby enabling the
secure exchange of information. These technologies are foundational in the fields of cloud computing, data analytics
and Internet of Things (IoT) systems (Dorairajan, 2023). In the context of the Internet of Things (IoT), APIs facilitate
the retrieval and processing of real-time data, enabling lightweight and secure interactions optimised for bandwidth-
constrained networks through protocols such as the Message Queue Telemetry Transport (MQTT).

REST APIs are particularly favoured for their lightweight architecture and scalability, relying on standard HTTP
methods (GET, POST, PUT, DELETE) to exchange JSON- or XML-formatted data (Kumar and Kelly 2021). As
demonstrated in Figure 1, RESTful APIs function through structured request-response cycles, wherein clients interact
with specific endpoints and receive responses typically in JSON format.

Unity, through scripting in C#, supports various API interaction methods—including UnityWebRequest,
HttpWebRequest, and HttpClient—thereby enabling the import and visualisation of data for XR and simulation-based
platforms. These capabilities enable Unity to function not only as a development engine, but also as a conduit between
IoT data and immersive digital experiences (Miorandi et al., 2012; Kok, 2021).

REST APl Model

GET, POST, PUT, DELETE > —)
& " B =
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Figure 1 - REST API model. The diagram illustrates the communication process between client and server using
RESTful APIs. Each request (e.g., GET, POST, PUT, DELETE) is directed to a specific endpoint, and the server
responds with data typically formatted in JS

2.3 Challenges in API Integration
While Unity offers built-in tools for accessing public APIs, integrating private or enterprise-grade APIs remains
challenging due to its limited support for secure authentication and persistent session management. UnityWebRequest
frequently fails in these contexts, returning HTTP 403 errors due to poor handling of cookies and authentication
headers. Similarly, HttpWebRequest, despite offering manual control via CookieContainer, proved unreliable,
consistently yielding HTTP 401 errors.

In contrast, HttpClient emerged as the only effective solution, successfully managing session-based POST and GET
requests through its built-in asynchronous support and automatic cookie handling. This significantly reduces
implementation complexity and enhances session reliability.
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Literature and practice both suggest that enterprise-grade IoT platforms demand tailored integration strategies. These
require modular, reusable frameworks capable of addressing secure communication, session control, and cross-
platform API access—particularly in Unity applications for XR systems, digital twins, and real-time monitoring.

3. Methods
The present methodological framework has been developed for the purpose of evaluating the performance and
reliability of different API integration techniques within the Unity environment. The focus of the present study is on
the secure and efficient retrieval of data from private servers. The investigation focuses on a detailed examination of
three Unity-compatible HTTP methods: UnityWebRequest, HttpWebRequest, and HttpClient. These methods are
employed in conjunction with JSON parsing, a process utilised for the management of structured data returned by API
endpoints.
All testing was conducted in a controlled Unity environment simulating a representative industrial IoT scenario, where
secure authentication and real-time data flow are critical. In order to ensure consistency in interface structure and
visualisation components, each API method was integrated within the same Unity scene. This approach enabled a
comparison to be made, thus isolating the impact of the communication logic.
The Unity application was organised into three main interface panels (Figure 2):

e A login screen, where user credentials are submitted to the API via POST requests.

e A main menu, providing navigation across different modules for data visualisation.

e A data panel, which dynamically updates in response to API data retrieval.

All Things/
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Figure 2 .From left to right: login screen, main menu screen, data panel menu all developed in Unity.
Those are the UI elements that are useful for the correct usage of application

Scene management and API logic were centralised through a dedicated GameObject, Scene Manager, which contained
scripts for authentication, request dispatching, and session tracking. The development of all scripts was conducted
utilising the C# programming language within the Microsoft Visual Studio environment, thereby ensuring
compatibility with standard Unity development practices.
The user interaction flow was structured sequentially:

1. The user initiates a login request through the interface.

2. Following the successful authentication process, a POST request is initiated and a session cookie is stored.

3. Subsequently, authenticated GET requests are initiated to retrieve sensor data or system metrics.
Each API method was evaluated using both public and private endpoints under consistent environmental conditions.
The comparison focused on several key performance dimensions:

e The ability to complete authentication and retrieve data successfully.

e The handling and persistence of session cookies across requests.

e The degree of compatibility with private API configurations and infrastructure.
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The behaviour that has been observed can be defined in terms of three key areas: execution reliability, response
consistency, and error management.

This methodological approach is intended to establish a reproducible benchmark for Unity developers seeking to
integrate secure APIs into simulation platforms, XR systems, or Industry 5.0 applications requiring real-time,
authenticated data flows.

4. Data Collection

This section describes the experimental framework adopted to evaluate and compare multiple methods for integrating
private APIs into Unity. The primary objective was to assess each method’s ability to perform secure authentication
and reliable data retrieval from a private server, reflecting typical requirements found in industrial IoT and digital twin
environments.

4.1 Unity Interface Setup

The Unity application was structured into three primary scenes: a login interface, a navigation menu, and a data
visualisation panel. User interface elements—including Canvas, Input Fields, and Buttons—were created using Unity’s
Legacy UI system, accessible via the Hierarchy > UI > Legacy menu path (see Figure 3).

Event System

ul Legacy Text
Al Button
Ul Toolkit Dropdown

In-App Purchasing Input Field
XR

Camera

Figure 3. Unity interface to manage the insertion of new Ul component

To manage application logic and API interactions, a dedicated GameObject called SceneManager was employed. This
object coordinated user flow and hosted scripts responsible for authentication, session handling, and HTTP request
dispatching. User credentials entered in the login interface were processed using three distinct communication
methods, allowing for consistent comparative evaluation.

4.2 API Authentication Methods

The study evaluated three approaches for integrating private APIs into Unity by testing their ability to perform secure
authentication via HTTP POST requests and to retrieve protected data through session-based HTTP GET requests.
The objective was to build a Unity-based platform capable of real-time visualisation of IoT data originating from
enterprise cloud systems. Those are:

a) UnityWebRequest, Unity’s native HTTP interface, offers basic functionality but lacks support for advanced
session management. In all tests involving private APlIs, it consistently failed to maintain valid authentication
sessions, returning HTTP 403 Forbidden errors. The requirement to manually insert cookies proved
unreliable, confirming its incompatibility with secure enterprise environments.

b) HttpWebRequest allows greater control through headers and a CookieContainer, but it also proved ineffective
in this context. Despite correctly extracting and reattaching session cookies, every authenticated request using
HttpWebRequest returned HTTP 401 Unauthorized errors. These failures indicate that the method does not
properly preserve session integrity when interacting with private APIs, and its use within Unity appears
fundamentally incompatible with the authentication expectations of modern secure servers.

¢) HittpClient, by contrast, was the only method that successfully handled both authentication and data retrieval.
POST requests correctly initiated sessions, and subsequent GET requests consistently retrieved protected data
without error. HttpClient's automatic cookie management and compatibility with Unity’s asynchronous
programming model made it a robust and developer-friendly solution. As shown in the next paragraphs, it
achieved stable authentication flows and it is able to elaborate a successful GET request and live data
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integration into Unity’s Ul components. As shown in Figure 4, it achieved stable authentication flows; Figure

5 illustrates a successful GET request and live data integration into Unity’s Ul components.

public async Task<bool> Login(string email, string password)

{

string uriPath = "identity/users/login";

string json = 3%@"

{{
\email\": \"{email}\",
\"password\": \"{password}\"

J

var request = new HttpRequestMessage(HttpMethod.Post, "https://example.com/api/login?apiKey=YOUR API
Content = new StringContent(json, Encoding.UTF8, "application/json")

HttpResponseMessage response = await client.SendAsync(request);

if (response.IsSuccessStatusCode)

{
string cookie = response.Headers.GetValues("Set-Cookie").FirstOrDefault();
PlayerPrefs.SetString("cookie", cookie);
return true;

}

else

{
return false;

}

}

Figure 4. HttpClient POST method using C# in unity to access the platform and the cloud

public async Task FetchData(string thingId, string metricName)

{
string uriPath = $"v2/identity/users/me/things";
string url = $"https://example.com/api/{uriPath}";

var request = new HttpRequestMessage(HttpMethod.Get, url);

string cookie = PlayerPrefs.GetString("cookie");
if (!string.IsNullOrEmpty(cookie))

request.Headers.Add("Cookie", cookie);

}
HttpResponseMessage response = await client.SendAsync(request);
if (response.IlsSuccessStatusCode)

string resBody = await response.Content.ReadAsStringAsync();
Debug.Log("Response Code: " + (int)response.StatusCode);
Debug.Log("Response Body: " + resBody);

JObject data = JObject.Parse(resBody);
DisplayData(data);
}

else

Debug.LogError{"Error: " + response.StatusCode);

Figure 5. Data fetching using GET request and session token using HttpRequest to fetch data

KEY")

All retrieved data—typically in JSON format—was parsed using the Newtonsoft.Json library and dynamically mapped
to Unity interface panels for real-time display. For reproducibility, the complete implementation code for all three

methods is publicly available at: https://github.com/thatsfrancigiuli/POST-GET-Unity.git
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5. Results and Discussion
This section presents an analysis of the API integration methods tested in Unity, with particular focus on their
applicability in secure, session-based environments such as industrial IoT platforms and digital twin systems.

5.1 Numerical Results

While all three integration strategies—UnityWebRequest, HttpWebRequest, and HttpClient—were evaluated,
quantitative metrics were collected only for the functional implementation based on HttpClient. UnityWebRequest and
HttpWebRequest consistently failed to complete the authentication process and were therefore excluded from
performance benchmarking.

For the working method, HttpClient, precise timings were recorded for both login (POST) and data retrieval (GET)
operations across multiple test runs. The average duration for authentication requests was 175 ms, while data retrieval
requests completed in 387 ms (Figure 6). These values reflect consistent and reliable behavior under the test conditions,
validating the efficiency of HttpClient in managing session-based communication.

All Things/

G0 Bonfiglioli

Figure 6 .Debug of HttpClient timing in POST and GET method. POST method is used for authentication process
and GET method is used for fetching data.

In contrast, UnityWebRequest and HttpWebRequest encountered critical errors—HTTP 403 and HTTP 401
respectively—which prevented any successful session establishment or data access. Consequently, no valid
performance metrics could be obtained for these methods.

5.2 Graphical Results

To visually demonstrate these outcomes, a comparative analysis is presented. As shown in Figure 7, UnityWebRequest
failed during the GET phase, returning repeated HTTP 403 errors due to its inability to manage session cookies. Figure
8 captures the response from HttpWebRequest, which returned HTTP 401 Unauthorized, highlighting its failure to
maintain valid session state despite proper cookie configuration.

In contrast, Figure 9 displays the console output for a successful HttpClient GET request. The retrieved JSON data is
correctly parsed and rendered within Unity’s interface, confirming session persistence and end-to-end authentication
success.
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@ NewVersion - BackupScene - Windows, Mac, Linux - Unity 20223.17f1* <DX11>

File Edit Assets GameObject Component Services Jobs Window Help

Transform

Figure 7. UnityWebRequest, the process fail to gain data with 403 error.

@ Newbiersion - ImpertasioneDatiA®] - Windows, Mac, Livux - Unity 2022.117F1° <DX11>

File Edt Assets GameObject Component Senvices Jobs Window Help

Figure 8 . HttpWebRequest method fails in authentication process with an 401 error.
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Figure 9. HttpClient is the suggest method for its ease of use and reliability.

Although no formal statistical tests were applied, the results were consistent and reproducible across all test iterations.
The numerical and visual evidence clearly supports the conclusion that HttpClient is the only viable method for private
APl integration in Unity environments requiring secure session management and real-time performance, also supported
by debug output.

5.3 Proposed Improvements
The experimental results revealed critical limitations in Unity’s native and low-level .NET-based API methods.
UnityWebRequest lacks proper cookie management and fails authentication with private endpoints, while
HttpWebRequest is unable to maintain valid sessions despite explicit configuration.
To overcome these limitations, the integration workflow was restructured around the use of HttpClient.
Key improvements included:

e  Construction of API requests using HttpRequestMessage for granular control over headers and payloads

e Automated management of authentication cookies and session state

e Use of PlayerPrefs to store tokens or session identifiers across runtime sessions
This approach enabled the Unity application to:

e  Authenticate securely using POST requests

e Retrieve protected data via authenticated GET requests

e  Visualize structured JSON content in real time within Unity’s user interface
The HttpClient-based implementation not only resolved the issues observed with other methods, but also introduced a
scalable and modular foundation for secure API integration in Unity.

5.4 Validation
To validate the consistency of the implementation, a cross-platform verification was conducted using Postman,
replicating the exact API calls and credentials employed in Unity, after the debug text. The validation process
confirmed:

e The structure and content of JSON responses in Unity matched those returned via Postman

e  Authentication cookies were handled identically across both environments

e  Status codes and error messages were consistently aligned
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Although formal hypothesis testing was not applied, the repeated success of authenticated GET and POST requests
using HttpClient strongly supports the robustness and generalisability of the proposed method. This confirms its
applicability to a wide range of secure, session-based Unity applications in industrial or enterprise contexts.

6. Conclusion

This study systematically evaluated different strategies for integrating external APIs into Unity, with a focus on
environments that require secure authentication, session persistence, and real-time data exchange—conditions typical
of industrial IoT and enterprise platforms.

Three HTTP communication methods were tested: UnityWebRequest, HttpWebRequest, and HttpClient.
UnityWebRequest was found to be inadequate for private API integration, consistently failing to handle session-based
authentication and returning HTTP 403 errors. HttpWebRequest, despite its configurability via CookieContainer, also
failed to preserve valid sessions, resulting in repeated HTTP 401 Unauthorized responses. Only HttpClient proved
capable of successfully completing both authentication and data retrieval operations.

HttpClient’s automatic cookie handling, native asynchronous support, and streamlined syntax made it the only reliable
and maintainable solution for secure API integration within Unity. These findings offer practical guidance for
developers working on digital twins, XR interfaces, and real-time dashboards in industrial contexts.

Aligned with the goals of Industry 5.0, this research supports the integration of intelligent systems with immersive
technologies, contributing to the development of more secure, flexible, and adaptive Unity applications. Future
directions include the implementation of token-based authentication schemes such as OAuth2, the adoption of real-
time protocols like WebSocket or MQTT, and deeper integration with Unity’s XR toolkits to support interactive and
scalable industrial systems.
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