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Abstract
Information disorder has become a major societal challenge, im-
pacting public discourse and democracy. This phenomenon has
been exacerbated by the spread of social media platforms, affect-
ing various areas, ranging from national elections to public health.
Addressing fake news through a manual approach (e.g., human
fact-checking) is unfeasible due to the rapid production of textual
content. At the same time, applying automatic tools is equally chal-
lenging, primarily due to the ambiguity of natural language. In this
paper, we addressed online information disorder from a different
perspective by proposing a platform that supports trustworthy and
reputable news producers and enhances awareness among readers
across various social media. Specifically, the proposed platform
enables news producers to automatically embed a unique water-
mark in the text they create, ensuring that the news cannot be
manipulated or misattributed. The watermarking is embedded in
a fine-grained way, allowing even small extracts of the news to
be shared while preserving traceability. Additionally, the associa-
tion between the watermark and the news item is recorded in a
distributed ledger, preventing further manipulation that could arise
from centralised management. The aim is to enable readers to make
more informed decisions about the content they encounter, even
when engaging with excerpts of the original document, minimising
reliance on external fact-checking organisations.

CCS Concepts
• Human-centered computing → Social content sharing; •
Applied computing→ Document management .
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1 Introduction
Over the past fifteen years, the widespread availability of user-
generated content on websites and online social media has pro-
moted information sharing across ethnic, political, and geographi-
cal boundaries. This phenomenon has facilitated the formation of
communities around shared interests, worldviews, and narratives.
However, within this context of disintermediation, it has become
increasingly apparent that information disorder has often under-
mined human rights and the core principles of democracy [22].
The proliferation of information disorder refers to the widespread
increase of misleading or false information, including misinforma-
tion, disinformation, and malinformation, particularly amplified by
digital platforms and social media. Specifically, false, inaccurate,
or misleading information can mislead and manipulate individu-
als, erode trust in institutions and democratic processes, disrupt
elections, and foster scepticism regarding critical issues such as
vaccination and climate change [35], [39].

Information disorder constitutes a complex research challenge,
primarily because accurately classifying it requires addressing both
malicious behaviours and entirely lawful activities. Tandoc Jr et
al. discussed several online behaviours that can be categorised as
information disorders [31]. In particular, information disorder can
manifest in several forms, such as news satire, where mock news
has a transparent humorous motivation; news parody, which uses
non-factual information for humour and, unlike news satire, does
not clearly signal its non-journalistic nature; news fabrication and
photo manipulation, where articles and photos with no factual basis
are manipulated to construct a false narrative; and propaganda, re-
ferring to news stories produced by political entities to shape public
perceptions. Not all of these forms represent malicious behaviour.

The phenomenon of information disorder on websites and online
social media is expanding globally, making it imperative to tackle
this issue. The complexity of the problem, which impacts diverse
types of online content, is particularly pronouncedwith text content
[10]. The literature presents various methodologies for addressing
information disorder, categorised as language-based, topic-agnostic,
machine learning, knowledge-based, and hybrid approaches [42].
Language-based approaches leverage linguistic and syntactic struc-
tures to detect inconsistencies. Topic-agnostic approaches utilise
meta-information, such as a high volume of advertisements or the
presence of sensational phrases, to identify potential misinforma-
tion. Machine learning approaches rely on annotated datasets to
recognise patterns indicative of fake news. Knowledge-based ap-
proaches combine machine learning with knowledge engineering,
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though they often struggle to keep pace with the rapid produc-
tion of fake news. Hybrid approaches integrate human analysis
with machine learning, drawing on fundamental attributes such
as the article’s text, the responses it generates, and the sources
cited to support it. All these automatic methods present several
shortcomings. In particular, the inherent ambiguity of natural lan-
guage complicates the implementation of content-based solutions,
rendering them challenging, if not impossible, to apply. Recently,
the phenomenon has been exacerbated by the massive use of Large
Language Models (LLMs), which can generate human-like text in-
fused with unverified facts [7]. On the other hand, any manual
approach is unfeasible: the vast volume of text shared daily makes
the implementation of human-based fact-checking solutions im-
practical.

A prominent activity among online users is the re-sharing of
content. When it comes to extensive or subscription-based text
content, this re-sharing often manifests as copying and pasting
selected portions of the text. This behaviour enables users to dis-
seminate specific segments of the text content without sharing
the entire document, which is particularly common with lengthy
articles or content behind paywalls. Consequently, the re-sharing
of content frequently results in the obfuscation of the source of the
text, undermining reader trust. Furthermore, verifying the source
of text content presented as legitimate news can be challenging or
even impossible, especially if it includes seemingly authoritative
brand integrity markers, such as the blue checkmark on X (formerly
Twitter), which the company grants after an account verification
process but does not actually guarantee the content disseminated
by that account.

In this paper, we address the issue of online information dis-
order in text news by proposing a platform designed to seal text
content and trace its source provenance. The platform combines
text watermarking techniques with distributed ledger technolo-
gies to ensure that the news has not been manipulated, even when
re-shared partially, and to enable the identification of the text con-
tent’s source. Specifically, text watermarking enables continuous
and fine-grained marking of lengthy news articles, facilitating wa-
termark identification even after portions of the text are copied
and pasted. The embedded watermark is created using the data
and metadata of the original text content, seamlessly integrated
into the text and recorded on a distributed ledger for verification
purposes. Additionally, the distributed ledger component stores
essential information in a decentralised and distributed manner,
ensuring a consensus-based approach to authenticating textual
news content and enabling the traceability of this content across
various social media platforms. In particular, a browser extension
enables the reader to check in real-time whether the content they
are reading conforms to the original. Even if the content represents
only a portion of the original, the extension can provide additional
information by retrieving it from the distributed ledger, while any
manipulations are promptly brought to the reader’s attention.

The proposed platform is designed to be cross-platform and lan-
guage-independent, capable of operating at scale. Specifically, it
functions independently of the social media platform used, allows
watermarking texts that use the Latin alphabet regardless of the
language, and supports high-volume textual content production
without human intervention. The Latin alphabet is widely used by

many Western democracies, which are often the primary target of
online disinformation [11, 26]; therefore, it does not constitute a
significant limitation. Britannica highlights that the Latin alphabet
is the most widely used writing system, utilised by nearly 70% of
the global population1. Currently, the Latin alphabet serves as the
primary writing system for a wide variety of languages, including
English, Spanish, French, Portuguese, German, and Italian, spoken
by approximately 1.5 billion, 595 million, 321 million, 300 million,
200 million, and 81 million people worldwide, respectively. It influ-
ences a significant proportion of online users.
Moreover, unlike most approaches in the literature, which primarily
focus on assessing the semantic content of news, our platform ad-
dresses disinformation from a novel perspective, offering a straight-
forward and user-friendly solution specifically designed for online
readers, who are often inattentive or hesitant to adopt complex
systems. Existing methodologies encounter significant practical
limitations, including the absence of real-time applicability, re-
liance on extensive language-specific datasets, and dependence
on platforms that lack incentives to mitigate misinformation, as
their engagement-driven models may, instead, amplify its spread
[19]. Also, integrating a distributed ledger directly mitigates chal-
lenges associated with centralisation.
These functionalities enable both small and large news organisa-
tions, as well as freelancers, to track and share text content across di-
verse platforms effectively. Furthermore, the platform’s robustness
in managing online news provenance, trustworthiness, and verifica-
tion lies in its ability to balance freedom of expression and informa-
tion quality. The proposed platform overcomes the content-based
limitations of conventional automatic approaches and mitigates the
shortcomings of impractical and inaccurate manual methods, which
censorship dynamics may influence. The platform can later be sup-
plemented with truth and consensus-based mechanisms, such as
the solution proposed by Arquam et al. in [3], to overcome any
centralised assessment of the reputation of news creators, which is
beyond the scope of this paper.

The remainder of the manuscript is organised as follows. In Sec-
tion 2, we review existing research closely related to our study. The
proposed platform is detailed in Section 3, while implementation
details are discussed in Section 4. Finally, we conclude with remarks
and suggestions for future research in Section 5.

2 Related Work
In this section, we describe literature from different domains, at
the intersection of which our work lies. Specifically, we delve into
online disinformation, text watermarking, and distributed ledger
topics to verify the provenance of textual content.

In recent years, the prevalence of information disorder has es-
calated significantly. While the internet has facilitated a plurality
of voices and democratised access to information, it has simul-
taneously introduced new technological vulnerabilities. A study
conducted by MIT revealed that fake news propagates more rapidly,
deeply, and broadly than truthful information, with falsehoods
being 70% more likely to be retweeted [36]. Wardle et al. [40]
identified three categories of information disorder: misinforma-
tion, disinformation, and malinformation. However, they did not

1https://www.britannica.com/list/the-worlds-5-most-commonly-used-writing-systems
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account for other forms of expression, such as satire and parody,
which can complicate efforts to combat fake news [31]. Given the
multi-dimensional nature of the problem, the ambiguity inherent in
natural language, and the vast volume of information shared online
daily, both manual and automated approaches to combating dis-
information are often impractical and imprecise [42]. Existing EU
projects often demand excessive end-user involvement to analyse
a specific post and assess its trustworthiness [34], involve com-
plex content evaluation phases [8], or fail to address fine-grained
textual content [41]. Recently, a collaborative initiative involving
Microsoft Research, BBC, CBC/Radio-Canada, The New York Times,
and Truepic has proposed a platform designed tomitigate the spread
of fraudulent images and videos on the internet [30]. Building on
these initiatives, we propose a fully automated tracking and verifi-
cation solution that integrates text watermarking techniques with
distributed ledger technology to ensure the integrity and prove-
nance of information. This solution aims to enhance awareness
among online readers.

Watermarking is the practice of embedding a mark in digital
content to provide proof of ownership, authorship attribution, and
verification [9]. Among the various digital content watermarking
techniques, text watermarking poses the greatest challenge due to
its low embedding bandwidth and the limited number of alterna-
tive syntactic and semantic permutations available [5]. The text
watermarking approaches can be categorised as follows.
Zero-watermarking - In these approaches, no actual mark is em-
bedded in the text content; instead, characterizing features of the
text are stored on a third-party authority server [16]. The primary
drawbacks of zero-watermarking include the centralization of the
service and a lack of transparency.
Image-based approaches - These methods require that the text be
first scanned as a screenshot, after which a watermark is applied to
the corresponding image [17], [13]. This approach modifies the na-
ture of the original document and is often impractical for scenarios
such as online social media, where image-based methods would be
unnatural and significantly limit sharing activities.
Syntactic methods - These techniques work on the syntax of natural
language text by altering the syntactic tree of a sentence to embed a
watermark. Examples include syntactic operations such as clefting,
passivization, or activization [4], [18], [20]. The low embedding
capacity of these methods is a significant limitation. Moreover, the
assumption that different syntactic forms have identical meanings
is not always valid, further restricting their use.
Semantic methods - These approaches exploit the similarity in mean-
ing between different words, replacing words with their synonyms
[33]. Other techniques operate at the sentence level, leveraging the
implicit presuppositions of each sentence [37], [38]. However, even
when combined with syntactic approaches to increase the payload
[32], semantic methods share the limitations of syntactic methods
and are highly dependent on the language.
Structural methods - These methods do not alter the text content
but instead modify its structure, for example, by filling an empty
line [25] or using different Unicode whitespace characters [1], [21].
Since the watermark is embedded in the underlying representation
of the text, these methods have the significant advantage of preserv-
ing the original content without relying on an external database.
The proposed platform incorporates a structural text watermarking

approach for sealing text, which preserves content and length based
on our previous findings [5].

Blockchain technology enables storing transactional data on an
open, decentralised ledger in a verifiable and immutablemanner. For
efficiency reasons, transactional data (i.e., tokens) are stored in time-
stamped blocks and linked to a previous block [23]. The decision to
append a new block of transactions to the already formed chain of
blocks is collectively taken by the peers running the system, upon
running a distributed consensus protocol. Once appended, a block
cannot be deleted from the blockchain and checking the validity of
a transaction can be publicly done by any client that connects to
any peer that stores the entire blockchain. Initially developed for
implementing decentralised digital currencies, this technology has
found applications in scenarios in which it is relevant to guarantee
authenticity and verification of any kind of data without relying
on a centralised, trusted party [6], [14]. Several solutions based on
blockchain have been proposed to combat online fake news [24],
[27], and [28]. Unlike other proposed solutions, we use a distributed
ledger to track text directly down to the paragraph level, without
relying on content evaluation methodologies. In [3], Arquam et al.
proposed an interesting solution that employs a blockchain-based
framework to verify information propagation. Their framework’s
reliability system is based on social network parameters, whereas
in our case, we do not require a network structure to validate the
textual content.This makes our approach applicable to websites and
more easily integrable with various online information production
solutions.

3 The Proposed Platform
This section presents the proposed platform, detailing its two pri-
mary components. Firstly, we discuss the sealing of text news
through text watermarking, as depicted above the dotted line in Fig-
ure 1. Secondly, we elaborate on the verification process, illustrated
below the dotted line in Figure 1.

3.1 Text Content Sealing
The structural text watermarking method for content sealing re-
lies on homoglyph-based character substitution. Homoglyphs2 are
Unicode characters that appear similar but have different internal
representations. This similarity can be exploited to embed a water-
mark generated using a hash function to enhance robustness. Con-
tinuous and fine-grained watermarking, at the level of a few dozen
words, is achieved by concatenating the watermark throughout the
document, enabling the validation of any copy-pasted sub-portion
long enough to hold a complete watermark. This is not a limita-
tion, even when considering the character limits imposed by some
social media platforms since the watermarking method requires
between 46 and 101 characters to work properly [29]. To ensure
integrity, the proposed platform stores hashes for all sub-portions,
clearly defined to contain the entire payload (i.e., the watermark).
Introducing an invisible separator character before and after each
sub-portion during watermark embedding ensures consistency in
sub-portion separation between the sealing and validation phases.
The embedded payload includes the author ID, document ID, and

2https://www.unicode.org/reports/tr36
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Figure 1: The overview of the proposed platform.

Table 1: The list of the used homoglyphs.

Character Code
Original Homoglyph Original Homoglyph

- ‐ U+002D U+2010
C Ⅽ U+0043 U+216D
D Ⅾ U+0044 U+216E
L Ⅼ U+004C U+216C
M Ⅿ U+004D U+216F
V Ⅴ U+0056 U+2164
X Ⅹ U+0058 U+2169
c ⅽ U+0063 U+217D
d ⅾ U+0064 U+217E
i ⅰ U+0069 U+2170
j ј U+006A U+0458
l ⅼ U+006C U+217C
v ⅴ U+0076 U+2174
x ⅹ U+0078 U+2179

a seal (i.e., hash digest) to ensure the integrity of the text content
and confirm that it has not been tampered with.

Table 1 lists the used characters and their corresponding homo-
glyphs, which are compatible with most social media platforms [29].
Meanwhile, Table 2 reports the frequency of the original symbols
and letters used in six Latin-based languages (i.e., English, Spanish,
French, Portuguese, German, and Italian), identified in the table
by their ISO 639-1:2002 codes. The frequencies in English were

Table 2: Frequency of the original symbols and letters used in
the most common Latin languages. Languages are identified
by the ISO 639-1:2002 codes.

Character EN ES FR PT DE IT

- 4.34% n.a. n.a. n.a. n.a. n.a.
C 0.35% 3.87% 3.15% 3.35% 3.16% 4.30%
D 0.20% 4.67% 3.55% 4.21% 4.98% 3.39%
L 0.16% 5.24% 5.68% 3.00% 3.60% 5.70%
M 0.40% 3.08% 3.23% 5.07% 2.55% 2.87%
V 0.05% 1.05% 1.83% 1.72% 0.84% 1.75%
X 0.01% 0.14% 0.42% 0.28% 0.05% 0.00%
c 3.01% 3.87% 3.15% 3.35% 3.16% 4.30%
d 3.63% 4.67% 3.55% 4.21% 4.98% 3.39%
i 6.94% 5.28% 6.94% 5.49% 8.02% 10.18%
j 0.10% 0.52% 0.71% 0.30% 0.24% 0.00%
l 3.92% 5.24% 5.68% 3.00% 3.60% 5.70%
v 1.00% 1.05% 1.83% 1.72% 0.84% 1.75%
x 0.19% 0.14% 0.42% 0.28% 0.05% 0.00%

computed using the New York Times corpus, which contains ap-
proximately 14 million words [15], while the frequencies for other
languages were calculated using the Stefan Trost service3, which
employs texts with a good mix of different literary genres. In addi-
tion to the homoglyphs shown in Table 1, the invisible character

3https://www.sttmedia.com/characterfrequencies
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U+200B, known as Zero Width Space, is used as a separator for the
various rounds of embedding the watermark.
In practice, the embedding algorithm follows these steps: 1) a sep-
arator character is inserted; 2) text characters are scanned until a
character from Table 1 is encountered; 3) if the next watermark
bit is 1, the character is replaced with its homoglyph counterpart;
otherwise, the original character remains unchanged; 4) steps 2 and
3 are repeated until all watermark bits are processed. Once the last
bit of the watermark is consumed, another separator character is
inserted, resetting the watermark bit sequence to its initial position
to begin a new embedding round until the end of the document. The
extraction process follows the same steps: initially searching for
separator characters, then identifying characters listed in Table 1
to determine the corresponding binary sequence of the watermark.

The described watermarking method allows text content creators
to seal their news (phases a and b in Figure 1). The advantages are
twofold: firstly, authors can improve traceability by sealing the
text multiple times and uploading each signed version to different
social media platforms (phase d in Figure 1), enabling them to track
the origins of specific quotes; secondly, it provides an immediate
means to detect citation tampering and grants readers access to
additional information (e.g., author, timestamps and source URL),
thereby enhancing transparency and reliability.

3.2 Provenance Checking
Relying solely on embedded information to validate text content
is not optimal for several reasons. Firstly, it is relatively easy to
produce a document with a legitimate watermark without using
the sealing tool. Moreover, embedding all additional information
within text content using watermarking is impractical, as the pay-
load ideally needs to be minimised to reduce the number of char-
acters required for embedding. The longer the payload, the more
text is required to embed it. Since the platform must be able to
verify sub-portions of the text content, we designed a minimal
payload to ensure efficient verification. Furthermore, the proposed
provenance checking protocol allows tracking watermarks in a dis-
tributed ledger, enabling the validation of portions of the original
text without duplicating the entire document on the ledger.

Therefore, the platform includes a distributed ledger as the sec-
ond component (phase c in Figure 1), ensuring a consensus-based
approach for storing additional information and a decentralised
mechanism for verifying text content (phase f in Figure 1). The
distributed ledger serves as the single point of truth for the platform
and must satisfy the following requirements: reliability, ensuring
all stored information is valid and dependable; independence, en-
suring no single organisation controls the stored information; and
immutability, ensuring that once information is stored, it remains
permanent.

This secondary component of the platform provides readers with
a tool to automatically validate the content they encounter in real-
time. It includes a browser extension that, upon activation, scans
the displayed web page for watermarked content. If a watermark
is detected, the plugin initiates the validation process using the
distributed ledger and provides the user with a reliability indicator
and any additional retrieved information (phases e and f in Fig-
ure 1). This validation process operates regardless of the length of

the original text excerpt being read by the user. This process also
highlights eventual inconsistencies between the watermark and the
storage, alerting the reader that something might be wrong with
part of the content.
Figure 2 shows the outcome of the validation process of the visu-
alised text content. Once the validation is complete, the extension
presents the results to the user, offering additional information
alongside the identified watermarked content. In particular, each
paragraph receives a status that can be valid, unknown, or invalid
and is coloured using green, yellow, and red, respectively. The
valid status indicates that the paragraph has been copied from a
known source without alteration, meaning the extracted watermark
matches a valid entry in the distributed ledger. The unknown status
indicates an incomplete or invalid watermark, which may occur
if the copied text portion does not contain the entire watermark
or if part of the seal has been lost. Lastly, the invalid status im-
plies that the extracted watermark does not match any entry in
the distributed ledger, suggesting an active attempt to replace the
content’s seal.

3.3 Content Sharing & Verification Protocol
In this section, we briefly describe the sealing, sharing and verifi-
cation steps based on the two basic components described in the
previous sections.

Figure 3 illustrates the four main steps of the text content shar-
ing and verification protocol. In the first stage, document writing
& watermarking, the news creator types the text content, which
is automatically watermarked using the text content sealing com-
ponents. Next, in the manifest creation & transaction storing stage,
the manifest of the newly created document is packaged, stored in
a distributed storage system, and its address is recorded on a dis-
tributed ledger. The manifest contains essential information about
the author, the document, and each sub-portion of the original text,
facilitating validation. The text can then be shared in whole or in
part on web pages and social media platforms, which constitutes
the document/short excerpts sharing stage. Finally, during the visual-
isation & validation stage, any sub-portion of the original document
that is sufficiently long to contain a complete watermark sequence
can be validated using the provenance checking components.

The robustness of the proposed text watermarking method was
demonstrated against various attacks, including partial copy-and-
paste, insertion, deletion, replacement, and retyping, with up to 20%
of the text being affected [5]. The results confirm the effectiveness
of the method even when a substantial portion of the original text
is modified. The following section will address various implementa-
tion choices in the development of the platform prototype.

4 Prototyping and Discussion
In this section, we briefly present the rationale behind some techni-
cal decisions to make the platform replicable. We also evaluated the
platform using four of the most widely used social media platforms
that support text sharing.

The proposed platform has two main components: watermarking
& sealing and storing & validation. The first component embeds a
watermark into the text document in a negligible amount of time
and generates a specific file, the manifest, which contains additional
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(a) (b)

Figure 2: The browser extension for provenance checking: enhancing reader awareness on websites (a) and social media (b).

Figure 3:The flow of the text content sharing and verification
protocol.

information intended for storage on the distributed ledger.We chose
Google Apps Script as the scripting language for watermarking
text content created using Google Docs. As shown in the interface
depicted in Figure 4a, the script watermarks the text document
and produces a JSON file (i.e., the manifest) containing the author
ID, document ID, sealing timestamp, source URL, and a list of hash
digests for each sub-portion of the original text document. The list
of hash codes will be useful for validating the provenance of short
text excerpts.
The second component is a web app that stores the generated JSON
file (i.e., the manifest) in the InterPlanetary File System (IPFS) and
registers the upload address within a smart contract. This activity
can be easily performed using the intuitive interface depicted in

Figure 4b. In the future, we plan to automate both the watermarking
and uploading processes by integrating the interface. IPFS is a
decentralised and distributed storage system that operates as a
peer-to-peer network to enhance content availability and fault
tolerance. IPFS generates addresses based on the content’s hash,
ensuring document immutability and immediate recognition of
duplicates. The smart contract is implemented using testnets, an
Ethereum-based blockchain for testing purposes, that holds the
IPFS address, enabling identification and retrieval of the stored
manifest. A browser extension built on the Chromium framework
validates text documents viewed by the user. Upon request, the
extension scans the page, identifies paragraphs with watermarked
text, and verifies them against IPFS data and the smart contract.

The prototype underwent testing in a controlled environment
using basic HTML pages for a preliminary evaluation. However, the
complexity of the actual web environment, particularly in social
media contexts, necessitates further assessment. We evaluated the
platform’s efficacy in real-world web settings using the following
protocol: 1) posting a text containing all special characters listed in
Table 1 on a social media platform to verify their support, and 2)
posting multiple encrypted contents to test the watermark extrac-
tion and validation process.
We evaluated the proposed platform across Facebook, X (formerly
Twitter), Reddit, andThreads, which have respective monthly active
user bases of 2.9 billion, 611 million, 267.5 million, and 275 million.
All platforms fully support the special characters detailed in Ta-
ble 1 and the validation of the watermarked text content. Notably,
Reddit introduces additional lines and spaces at the start and end
of HTML pages containing text, affecting hash calculation during
validation. Thus, we included a special rule that detects Reddit as
the platform and removes these predictable characters to ensure
accurate validation results.

One of the significant considerations in utilising a distributed
ledger is the associated cost. The proposed platform incurs a one-
time expense for uploading a manifest to the smart contract, as
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(a)

(b)

Figure 4: The Google Apps Script interface for watermarking
text documents created in Google Docs (a) and for uploading
the manifest (b).

well as ongoing costs for data storage on IPFS. The one-time cost is
determined by the gas fees required to execute operations on the
Ethereum smart contract. The recurring cost is covered through
platforms offering “pinning” services, typically at an average rate
of $0.10 per GB. For instance, storing 20,000 JSON manifests, each
2KB in size, would result in an approximate monthly cost of $0.10.
However, the modular architecture of the platform enables the
substitution of this component with any other distributed ledger
that provides improved performance or cost efficiency.

The rationale behind the choice of a distributed ledger is to
eliminate a single point of failure and validation, as would occur
with traditional databases. From an ethical standpoint, the platform
cannot completely preclude the potential misuse of watermarking
technology; however, the three-colour flag system empowers users
to recognise that there is no absolute reliability in the information
they are currently engaging with. In combating online misinfor-
mation, the proposed approach complements existing solutions
that address the problem from an orthogonal perspective, such as
identifying websites responsible for creating and disseminating
misleading content [2]. Furthermore, the platform does not assume
responsibility for assessing the credibility of content uploaded by
users. Practically, a viable solution would be to collaborate with
established organisations (e.g., professional journalist associations),

while also implementing a system for feedback and evaluation from
other news creators. In practice, the proposed platform aligns with
the direction described by historian Y. N. Harari, who highlights
that the distinction between dictatorships and democracies lies in
how they manage information [12]. The former is more focused on
control, whereas the latter prioritise the sharing, consensus-based
evaluation, and dissemination of accurate information. Also, the
proposed platform can be combined with LLMs either to track text
content produced by these models or to invalidate manipulated
news content through their use. In the first case, fair use of the
LLMs does not hinder the dissemination of validated, automatically
generated content. On the other hand, any malicious manipulation
of information would be rendered invalid.

5 Conclusion
The proliferation of online information disorder has become a ma-
jor societal concern, significantly impacting public discourse. It
increasingly affects societal values and democratic processes, po-
larising opinions on critical issues and redefining facts, truths, and
beliefs without foundation. While advances in automated systems
for detecting fake news have been made, research into the human
factors that lead individuals to believe and share fake news remains
in its early stages.

Rather than focusing on the challenging task of reliably detect-
ing fake news, the proposed platform aims to help the end user
identify trustworthy news. In particular, the proposed platform
integrates a text watermarking technique with a distributed ledger
to enable fine-grained watermarking of text documents. This allows
any sufficiently long sub-portion of the original document shared
on web pages and social media platforms containing a complete
watermark sequence to be validated for provenance.

The proposed platform assists online readers in forming informed
opinions about text news without depending on third-party fact-
checking organisations. The watermarking method effectively seals
short text excerpts, addressing the growing trend of users reading
only news titles. The platform’s strength in managing online news
provenance, trustworthiness, and verification lies in its ability to
balance freedom of expression with information quality.
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