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Abstract

Many IoT applications rely on the timely collection and process-
ing of data. Although the technology that allows data collection
is readily available, its deployment on a large scale raises many
practical issues, the main one probably being: who pays for the
infrastructure? IoT deployment could significantly benefit from
crowdsourcing: to ensure the successful deployment of a data col-
lection infrastructure, it is crucial to motivate end users, as their
active participation and engagement are key to the system’s effec-
tiveness and reach. This paper addresses these issues in a practical
use case that deals with collecting environmental data. We propose
a decentralized crowdsensing architecture where vehicles act as
data collectors and transfer data from sources (e.g., sensing devices)
to networked access points. The system provides economic incen-
tives to individuals willing to act as data collectors or to operate
gateways in the form of micropayments enabled by a blockchain.
The proposed architecture is evaluated using a multilevel simula-
tion model that combines existing communication, mobility, and
behavioral sub-models. This reduces the time required to build a
full simulator and potentially increases the accuracy of the results.

CCS Concepts

« Computer systems organization — Sensor networks; « Com-
puting methodologies — Modeling methodologies; « Informa-
tion systems — Collaborative and social computing systems
and tools.
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1 Introduction

Modern society is based on data: financial transactions, environ-
mental monitoring, and social interactions produce huge amounts
of data that need to be collected, stored, and analyzed. In this pa-
per, we focus on environmental monitoring due to its increasing
importance for reducing resource usage and improving yields in
agriculture, reducing pollution, addressing the challenges posed by
climate change, and improving the quality of the environment.

Environmental monitoring relies on different kinds of data, such
as the concentration of pollutants in the air/land, environmental pa-
rameters such as temperature and humidity, precipitation rate, noise
levels, and so on. Furthermore, this information should be collected
not only within urban environments but also in the countryside,
including remote areas where network connections are poor or
non-existent. Although large-scale data gathering can sometimes
be achieved through Earth-orbiting satellites, this requires substan-
tial upfront investments; furthermore, some types of environmental
data (e.g., noise level) can not be collected by satellite.

Luckily, technology provides some building blocks that can be
used to deploy a large-scale environmental monitoring infrastruc-
ture with limited investment. Indeed, cheap sensors combined
with communication-enabled micro-controllers are at the heart
of the Internet of Things (IoT) that enables environmental data to
be collected and transmitted [1].

A key challenge in developing IoT systems lies in efficiently
retrieving and transmitting the information generated by the sen-
sors and securely storing such data. Thus, with the growing pop-
ularity of IoT, there is a rising demand for robust and scalable
solutions capable of managing vast amounts of information with
particular regard for transmit energy consumption, transmission
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delay, and network traffic. To address these challenges, several
technologies have been adopted, such as 6G networks [9], edge
computing [7] and LPWAN networks like Long Range Wide Area
Network (LoRaWAN).

LoRaWAN is a wireless communication protocol designed for
long-range communication and low-power operations in IoT de-
vices. It operates on the LoRa physical medium, enabling devices
to communicate over considerable distances while consuming min-
imal power. Besides these motivations, LoRa is particularly useful
in areas where traditional communication infrastructures (such as
Wi-Fi or LTE) are unavailable, since it does not rely on Internet
connectivity or mobile phone towers. In addition, LoRa requires
fewer gateways to cover large areas, as a single LoRaWAN gateway
can manage thousands of sensors, reducing overall infrastructure
costs. Finally, LoRa is optimised for intermittent transmission of
small data packets, making it ideal for IoT applications that require
periodic transmission of sensor readings.

Despite the availability of the building blocks above, an impor-
tant issue must be addressed: who pays for the infrastructure? This
question arises because it is usually assumed that the stakeholders
themselves own the IoT devices.

Economic rewards may be put in place to encourage individuals
and companies to participate in the process of data collection [8].
This approach is known as crowdsensing, and allows the burden
of deploying the sensors and managing the infrastructure to be
distributed across many volunteers that, e.g., deploy sensors or
operate communication gateways upon compensation for their ef-
fort. Defining the details of the economic incentives is beyond the
scope of this paper. However, they likely involve frequent micro-
payments, possibly in the form of “tokens” that may be converted
into real money later. For example, users who deploy sensors might
be compensated depending on the amount of data they contribute
to the system. In contrast, those who operate relay nodes might be
compensated depending on the amount of data transferred.

Traditional payment systems (e.g. bank transfers, e-wallets) may
not be suitable for this scope due to the high fees and strict techni-
cal requirements imposed on the end nodes. Blockchain, originally
intended as the technology for cryptocurrencies, allows financial
transactions to be stored in a decentralized manner. Blockchains can
be developed in various ways, but in all the implementations, data
are inserted into containers known as blocks, which are logically
linked together to form a chain. In all the blockchains the vari-
ous active participants agree on the state of the distributed ledger
through a consensus protocol, which allows them to determine
the validity of the transactions. Examples of consensus protocols
are Proof of Work (PoW) where participants solve complex compu-
tational puzzles to validate transactions and add new blocks to the
blockchain, Proof of Stake (PoS) where the chances for the nodes
to be the next validators depend on their stake, and Proof of Au-
thority (PoA) where block validators are pre-selected and approved
by a central authority or consortium [14]. Interesting properties of
blockchain systems are transparency, traceability, data immutabil-
ity, non-repudiation of transactions, and lack of bottlenecks or
single points of failure. They allow users to reduce the costs for
exchanging money and tokens, as third-party intermediaries such
as banks are not involved [10]. Furthermore, blockchain can raise
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the trust among the involved parties, providing verifiable proof that
a transaction has occurred at a specific time in the network [15].

While the first generation of blockchains only allowed users to
exchange cryptocurrencies, blockchains 2.0s are well-suited for IoT
applications thanks to the presence of smart contracts, which are
actual contracts written in code [17], that enable automatized pay-
ments triggered by user-defined conditions. Therefore, blockchain
systems can form the basis for a marketplace where customers can
subscribe to data flows.

In this paper, we consider a specific use case for the scenario
above, where vehicles equipped with sensors record local parame-
ters such as air temperature, humidity, concentration of pollutants,
and so on. This is motivated by the need to have a wider data cover-
age compared to static sensors placed in fixed locations. Moreover,
by outsourcing sensor maintenance to drivers, the need for large-
scale upkeep in the field is avoided, reducing the risks of damage,
theft, or malfunction. The location/time-referenced data are peri-
odically sent to a central repository using LoRaWAN technologies
so that customers can access the collected information for further
analysis. Incentives to people installing sensors on the vehicles, the
communication infrastructure (e.g., the LoORaWAN access points),
and the central data store are provided in the form of virtual tokens
that are stored in a blockchain. The ultimate source of these virtual
tokens is the customers, which are requested to pay a fee to access
the information.

The proposed architecture is evaluated through simulation. Given
that the system includes several components (e.g., mobility, dis-
tributed ledger, LoORaWAN) each of which is quite complex, the
development of an accurate simulation model from scratch is time-
consuming. A further contribution of this paper is to show how
to integrate existing simulators that describe certain aspects of
interest, thus enabling the comprehensive simulation of the en-
tire system. The proposed simulation architecture is based on the
concept of multilevel modeling, a M&S paradigm where a complex
model is built upon existing sub-models. In the scenario considered
in this work, the building blocks are sub-models that simulate the
movement of sensor-equipped vehicles, LoRa physical medium,
and a blockchain system. Multilevel modeling involves more than
the well-known decomposition principle that is widely applied in
software engineering. Indeed, it allows parts of the system to be rep-
resented at different levels of detail either in time or space [22, 23].

This paper is structured as follows: in Section 2 we review the
state of art on integrating LoRa with blockchain technologies and
related simulation studies; Section 3 describes the IoT architecture
for crowdsensing proposed in this paper; Section 4 describes the
multilevel simulator and the software integration process; Section 5
discusses the experiments carried out with the simulator, and Sec-
tion 6 provides some conclusive remarks.

2 Related Works

The design of IoT architectures that incorporate LoRaWAN and
blockchain have been the subject of intense research activity. The
integration of LoRaWAN and the blockchain can be carried out
through various approaches, depending on the diverse roles that
LoRaWAN devices may assume within the distributed ledger [19].
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In [15], the authors propose to build the blockchain system
within the network servers layer, since gateways are in general
resource-constrained and deployed outdoors, and so they are un-
suited for storing data and performing the computations required
by blockchain activities. On the other hand, in [5], the authors pro-
pose to build the blockchain within the gateway level, claiming that
modern platforms such as Raspberry Pis have enough computing
power to cope with blockchain functionalities. In [6] the authors de-
sign a four-layered blockchain platform to collect and trade weather
data. In detail, the governance layer is responsible for deploying
and maintaining validators (i.e., those who evaluate the quality
of data) and creating bounties; the data storage layer stores the
hash of the data and their score on-chain; the oracle layer retrieves
the weather data, managing the encryption and the validation of
the data; finally, the marketplace layer manages payments from
customers to the publishers. In [3] the authors describe LoRaCHain-
Care, a LoRa-based blockchain system for healthcare monitoring.
In the proposed system, LoRa is used to transmit data from the sen-
sors/edge layer to the fog layer, consisting of a distributed network
of LoRa gateways. The gateways in turn communicate with the
cloud layer, comprising the LoRa server, Join server, and application
server, through the Internet. In [18] the authors propose a smart
city data marketplace where the distributed ledger employed is
IOTA!, thus allowing for lowering the costs and increasing the
scalability. IOTA is based on a directed acyclic graph (DAG), where
each transaction references and validates previous transactions,
thus resulting in higher scalability and faster confirmation times
as the network grows. In this scenario, there is no need for nodes
acting solely as validators, therefore eliminating the need for fees
to confirm transactions. The application proposed in the paper pro-
vides functions to i) find the devices connected to the marketplace,
ii) retrieve the data of the specific devices a client is subscribed to,
iii) list all the transactions from the clients to the accounts that pro-
vide data, iv) receive periodically the data from the sensors whose
clients are subscribed.

Some studies explore the use of LoRa using mobile gateways
instead of fixed ones. One of the advantages of mobile gateways
is that the network coverage can be extended to remote rural ar-
eas. In [11], the authors designed and simulated a Smart Livestock
Monitoring System where a single mobile gateway moves along
the livestock area in order to cover the whole space to monitor.
The experiments proved how the mobile gateway can lower capital
expenditure with respect to a configuration where multiple static
gateways are used. Mobility also plays an important role in emer-
gency management systems, particularly in regions where cellular
connectivity is limited or completely missing. In [20], the authors
proposed a multi-hop strategy where survivors relay messages
among peers through LoRa technology until they reach the rescue
personnel. In this setup no gateways exist, and the P2P overlay is
supposed to enlarge the communication range.

Many simulators of LoRa and blockchain technologies exist.
Tools like OMNeT++2 and ns-3% provide modules to simulate LoRa,
allowing users to customize physical layer attributes like bandwidth
and transmission power. However, these tools are quite complex and

!https://www.iota.org/
Zhttps://omnetpp.org/
3https://www.nsnam.org/
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heavy-weight and are primarily intended to be used in stand-alone
models rather than to cooperate with other tools. Fortunately, more
lightweight LoRa simulators also exist; for example, LoRaSIM [26]
has been used to test various LoRaWAN configurations with opti-
mized gateway placement, while LoRaWANSsim [12] allows users
to set the locations of both nodes and gateways. When it comes to
the blockchain, most simulation packages are primarily concerned
with the analysis of peer-to-peer overlays, the use of smart con-
tracts, and sometimes with the security aspects. Examples include
Simblock [2], which utilizes an event-driven approach to model the
selection of neighbor nodes in the peer-to-peer overlay, VIBES [24]
enabling large-scale peer-to-peer network simulation for exploring
network metrics, and SIMBA [4] that can accurately reproduce
block validation dynamics.

3 System Architecture

The system discussed in this paper is based on the LoRaWAN com-
munication protocol for transmitting sensor data, and a blockchain
for realizing a marketplace. The use of these technologies aims
to facilitate data trading within smart city frameworks, with a fo-
cus on enhancing energy efficiency and reducing infrastructure
costs. LoORaWAN has emerged as a standardized solution for sen-
sor data exchange in IoT scenarios, providing an efficient, scalable,
and secure approach to enable connectivity and data transmis-
sion across various IoT deployments. On the other hand, private
blockchains enable the automation of frequent micropayments com-
mon in publish-subscribe patterns, significantly reducing infras-
tructure costs compared to traditional payment channels. Moreover,
private blockchains enable advanced and customized management
of various data operations through the use of smart contracts and
promote decentralization while allowing organizations to retain
complete control over the system.

The case study considered in this paper involves a marketplace
for the distribution of environmental data to paying customers,
although we allow different marketplaces to coexist. Environmental
data are collected opportunistically by vehicles that are equipped
with LoRa-capable sensors. The data are uploaded periodically
through LoRaWAN to a central repository so that it can be accessed
by customers upon payment of some fee. Customers may include
researchers, meteorologists, public entities in charge of monitoring
air quality and pollution, and so forth.

Part of the infrastructure, specifically the sensor nodes and
LoRaWAN access points (details will follow), are paid for and man-
aged by individuals who voluntarily decide to equip their vehicles
with sensors or manage an access point at home. These individuals
are remunerated for their efforts by means of some virtual currency
in the form of tokens that are credited by the service provider(s).
Similarly, customers pay for accessing the data in the form of the
same tokens; the details of how these tokens can be converted
from/to “real” money is beyond the scope of this paper. All financial
transactions happen in a blockchain.

We envision a scenario (Figure 1) where sensors are installed on
vehicles, and gateways are placed at fixed locations. While static
sensors may provide continuous location-specific information, mo-
bile IoT devices enable data gathering on a larger area, possibly
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Figure 1: Interactions in the proposed architecture.
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including remote places where stable network connectivity would
be impractical or too expensive.

A typical LoRaWAN architecture consists of the following com-
ponents:

e Sensor Nodes, which are the devices that collect the data of
interest over the environment.

o Gateways, which are the bridges between IoT devices and
the central network, as they relay the data received by the
sensors to the Network Server. The link between the nodes
and the gateway is based on LoRa.

o Join Server, which handles the device join procedure, security
key management, and end-device authentication.

o Application Server focuses on application-specific data pro-
cessing, user interfaces, and integration with external ser-
vices. It may implement business logic, trigger actions based
on received data, and interface with external databases or
distributed ledgers.

o Network Server, which manages network-level functions like
packet routing, quality of service, and authentication and
authorization of the devices involved. Network servers also
manage the deduplication of messages: if multiple gateways
receive the same data, the policy is to consider the channel
with the best signal strength [16], to maximize the success
of downlink transmissions.

For what concerns the distributed ledger, both permissionless
(open networks where anybody can participate) and permissioned
(closed networks where only authorized users can join) blockchains
can be employed in IoT applications. Permissioned blockchains pro-
vide significant scalability benefits by enabling the customization
of the consensus protocol and block capacity, which can be set to
get an optimal configuration. Additionally, they offer an extra layer
of security since all involved parties may be considered trusted, and
therefore are assumed to behave according to the protocols unless
technical failures occur.

The integration of LoRaWAN components in the blockchain
can vary based on the design choices of the application. Gateways
can be either full nodes or thin clients, depending on whether they
contribute to verifying the integrity of all the received data or
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merely store data fragments of interest. On the other hand, end-
devices could either be regular sensors (i.e., low power devices that
only broadcast data), server-trusting clients (i.e., they rely on APIs to
interact with the blockchain, so no storage or computing capability
is required), or thin clients.

For the sake of simplicity, we assume that all actors are trusted
and have already followed the join procedure required by the
LoRaWAN specifications. Mobile sensors send the environmen-
tal data to the gateways, which in turn forward the packets to the
network server through TCP/IP. After the network server has fil-
tered the messages, the information is sent to the application server
(data brokers) that performs two actions: first, it stores the measure-
ments into a database, and then credits the gateway, the LoRaWAN
provider and the sensor with some amount of tokens representing
some form of virtual currency.

The system allows multiple independent service providers (i.e.,
data brokers) to coexist. A permissioned blockchain might there-
fore be maintained cooperatively by the service providers, and is
justified by the assumption that all the participating entities are
identifiable and trustworthy. The information collected and or-
ganized by the data brokers can be accessed by customers upon
payment of some amount of virtual currency. An appropriate bal-
ance between the inflow of virtual currency from customers and
the outflow towards LoORaWAN administrators and sensor owners
is required in order for the service providers to break even and
generate profit for themselves.

All monetary transactions are managed by the blockchain, which
automatizes the micropayments at a lower cost compared to tradi-
tional channels. In this context, the intended beneficiaries of the
rewards are the blockchain nodes linked to the physical devices,
potentially enabling a single actor within the distributed ledger
to own multiple gateways or sensors. This allows sensor nodes,
that are resource-constrained and have sporadic network connec-
tivity, to be excluded from any interaction with the blockchain. Of
course, all involved entities (customers, service providers, sensor
owners) can check their balance at any time using personal devices
(smartphones, PCs, ...).

To summarize, four categories of nodes are defined in the pro-
posed architectures:

o Full nodes, which could be the nodes of the providers, with
the task of gathering the transactions and inserting them
into blocks that will be committed into the blockchain. Since
we allow the presence of multiple providers, there will be
at least one full node for each of them. This justifies the use
of the blockchain, as it enables various providers to create a
shared marketplace, sharing the costs for maintaining the
infrastructure and offering customers a common platform
to purchase sensor data. In Figure 1 the Application Server
might be a full node of the distributed ledger.

e Sensors, which generate data and are rewarded by service
providers through micropayments. As explained above, sen-
sor owners can check the flow of micropayments by access-
ing the blockchain using their own devices, and withdraw
virtual currency in order to use it. Thus, no blockchain func-
tionality has to be embedded in the sensors, allowing them
to save energy by avoiding complex computations.
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e Gateways, which act as middlemen allowing sensors to up-
load data to the application servers. Gateways are placed
at fixed locations where good network connectivity is as-
sumed to be available. Similarly to sensors, no blockchain
functionality is required on gateways, since their owners
can access the blockchain by other means in order to check
their balance.

o Customers, which are the final users of the data. They are
subscribed to one or more flows of data upon payment of
some fees in virtual currency. The fee might be calculated
based on the amount of data accessed, the number of queries,
or any other metric that is deemed appropriate.

4 Performance Modeling

The system described in Section 3 has been evaluated through sim-
ulation. This poses a significant challenge due to the complexity of
the model, which includes a permissioned blockchain, mobile IoT
entities, LoORaWAN technologies, and micropayments. These com-
ponents add layers of complexity that require a sophisticated mod-
eling framework. To address this issue, we have thus created a
simulator * following the principles of multilevel M&S [23].

Multilevel modeling is a methodology that allows a complex
model to be realized by assembling multiple independent sub-
models. This speeds up the development process and simplifies
verification and validation by leveraging existing sub-models. Sub-
models can be of different types (continuous or discrete); addition-
ally, the decomposition is not required to be static; indeed, sub-
models might be instantiated on-demand, and different realizations
of the same sub-model may be active at different simulated times.
For example, in a mobile scenario, a sparsely populated area might
be described using a simple analytical model, switching to a more
detailed but slower agent-based model if the population density
increases and more accuracy is required.

To choose the simulators to integrate into the multilevel archi-
tecture, it is necessary to consider not only purely technical aspects
(e.g., which simulator can more accurately reproduce certain fea-
tures of interest) but also how well a model can be integrated within
a complex environment. In fact, it is often necessary to make modi-
fications to existing models, to adapt them to the specific scenarios
of interest, and to enable interaction with other components. To
carry out these operations, it is very useful to leverage open-source
software, where the source code is available and can be inspected
and modified.

The building blocks of our model are:

o A mobility simulator for modeling the movements of vehi-
cles. We have chosen SUMO, an agent-based time-stepped
tool for microscopic traffic simulation [13]. SUMO provides
a platform for modeling complex traffic scenarios, includ-
ing road networks, vehicles, pedestrians, traffic signals, and
various control strategies. Furthermore, through a provided
script it is possible to select the geographical area of interest
and the intended traffic configuration.

o A LoRa simulator, capable of estimating transmit energy
consumption, packet delivery ratio, and network throughput.
We used simlorasf [27], a lightweight simulator written in

“4https://github.com/luca-Serena/lora-blockchain/
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Python that can be more easily integrated into our model
than other network simulators like OMNeT++ or ns-3.

o A blockchain simulator to model the various dynamics of
the P2P protocol. We used LUNES-blockchain [21], a time-
stepped agent-based simulator capable of reproducing the
behaviour of all actors involved in blockchain activities with
high accuracy and efficiency. LUNES-blockchain can be eas-
ily customized to study different types of scenarios and
blockchain policies.

SUMO can import geographic and road data from OpenStreetMap
and configure vehicle flow within the geographic area of interest.
Two parameters contribute to the setup: Through Traffic Factors con-
trols the likelihood of selecting an edge positioned on the boundary
compared to an edge completely contained within the simulation
area. A higher value involves a greater influx and outflow of vehi-
cles at the network borders, displaying increased movement of cars
entering and exiting the simulation area. Count instead determines
the number of vehicles per Km of lane that are generated every
hour. The execution of SUMO can be triggered through the TraCI
Python library® which facilitates the interoperability of SUMO with
external software. Some minor changes to the source code were
necessary to make the tools above suitable to our use case; this was
possible thanks to their open-source nature.

l LUNES ‘ llorasimfs‘ lSUMO ‘
T

—

instantiates SUMO

I
I
I
1
]
.
instantiates LUNES,

I
I
I
1
]
I
I
I
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Figure 2: Sequence diagram of the multilevel simulator.

The integration of different sub-models requires the definition
of orchestration and data exchange patterns, that specify how the
different components interact and how they exchange informa-
tion [22]. The interactions are shown in the sequence diagram in
Figure 2. We use the Model’s Controller orchestration pattern [22]
where an ad-hoc module (the controller, which in our case is a
launcher script) sits at the top of the hierarchy of the multilevel

Shttps://pypi.org/project/traci/
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model, serving both as the user interface and as the controller for
the execution of the sub-models. SUMO and LUNES-blockchain
are started at the beginning and remain active during the whole
simulation, the reason being that they must maintain state infor-
mation (i.e., position, velocity and direction of vehicles, the content
of the blockchain) across the entire execution. The launcher then
executes a defined number of steps: at each step, SUMO is advanced
to the next timestep to update the position of vehicles. Then, sim-
lorasf is invoked to execute data transfers for vehicles that moved
within the communication range of some gateway. simlorasf also
computes the energy consumption of the mobile sensors and stores
the information into a log file, so that it can be analyzed at the end
of the simulation run. After all communications are completed, the
launcher script calls LUNES-blockchain to assign the rewards to
nodes and gateways and store them in the distributed ledger.

5 Simulation Results

We considered the city of Bologna (Italy) and placed gateways in the
locations shown in Figure 3. Gateways 1 and 2 are actual LoRaWAN
Gateways that are installed in the city, Gateways 3, 4, and 5 are
placed in strategic positions (Piazza Maggiore, Dall’Ara Stadium,
and Bologna-Mazzini train station), and Gateway 6 is placed in a
peripheral location. The arrangement of the sensors has been cho-
sen to cover a significant portion of the map, particularly focusing
on high-traffic areas. Most of the vehicles in fact are active in the
center, while the green-shaded parts of the map represent hilly
zones with the surrounding streets having lower vehicle density.
Following an initial warm-up phase required to populate the area
with a suitable number of vehicles, the simulation proceeded for 500
steps, where each SUMO step represents a second of wall-clock time.
We assume that every 10 seconds the sensors emit messages.LoRa-
equipped vehicles lack awareness of gateway presence within their
transmission range, making it very difficult to ensure that all trans-
mitted data has been received. While occasional data losses might
be acceptable in some applications, they might not be acceptable
in others. There are various solutions to mitigate this issue. One
approach involves storing and transmitting the last k data points,
where k is the transmission window. Higher values of k increase the
likelihood that all data points will eventually reach the application
server at least once, at the cost of a larger message size and greater
effort for identifying and removing duplicates on the receiving
side. Other approaches based on explicit acknowledgments using
the downlink channel might be designed, but they require sensors
to wait for message receipts and the handling of retransmissions.
In terms of SUMO traffic generation parameters, our testbed has
a Through Traffic Factors value (i.e. likelihood for the vehicles of
choosing a boundary edge) of 5 and a Count value (i.e., quantity
of vehicles produced every hour per kilometers of lane) of 100; we
assume that 10% of all vehicles are equipped with sensors.
Regarding financial compensation, we assume that sensors, gate-
ways and providers are rewarded with a certain amount of tokens
(“virtual coins”) for every transaction validated in the blockchain.
In our experiments, the number of tokens awarded to gateways
is proportional to the volume of messages they forward. If multiple
gateways receive the same message, standard LoRaWAN deduplica-
tion policies are applied, and the token is assigned to the gateway
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Figure 3: Placement of LoRa Gateways in the simulation
scenario.

with the strongest signal—assumed in our simulation to be the clos-
est one to the sensor. In Figure 4 we show the reward obtained by
the gateways after 10 minutes of simulated time. We compared two
policies: in the flat policy every gateway is rewarded 1 token for
every processed message. This policy favors gateways that are po-
sitioned in crowded areas, since they will likely forward the higher
number of messages, and penalizes gateways that operate in remote
locations. Since one of the main points of the proposed architecture
is to provide decentralized services for the countryside, we consider
a weighted policy, gateways initially earn 1.1 tokens per message.
This earning decreases by 0.2 tokens for every 1000 messages, until
it reaches a minimum threshold of 0.5 tokens per message. Every
10 minutes the earnings are reset to the initial value.

The gateways receiving a higher reward are either those posi-
tioned in the busiest areas (Gateways 1 and 3) or those individually
covering a wide territory (Gateway 5). On the other hand, Gate-
way 6, which is located in a peripheral and low-traffic area of the
city, is by far the one that retransmits the fewest messages.

We then evaluate the system’s resilience in the event of gateway
malfunctions. When all gateways are operational, the packet deliv-
ery ratio is 94.2% with 1% of the vehicles equipped with sensors.
Figure 5 shows how this ratio declines if a gateway fails. Notably,
Gateway 5 plays a critical role in maintaining good coverage, as
it is the only gateway serving the southeast region, where traffic
levels are quite high.

The fraction of cars equipped with sensors has a big influence
on metrics such as transmit energy consumption and the packet
delivery ratio, as shown in Figure 6. When this parameter increases,
the energy consumption grows proportionally, while the packet
delivery ratio decreases due to a higher amount of interference.

When managing a potentially large volume of transactions, uti-
lizing blockchain solutions capable of handling such data flow be-
comes crucial. Private blockchains offer the advantage of customiz-
ing the distributed ledger’s configuration in order to effectively
accommodate the data rate required by the IoT application. The
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Figure 5: Percentage difference in received messages between
a scenario with all gateways operational and a scenario with
one inactive gateway.

capacity to support transactions within a specific timeframe is deter-
mined by two key attributes: the maximum number of transactions
allowed per block and the frequency of block production. These
attributes can be unified into a single metric, defined as the max-
imum transaction throughput. Figure 7 shows the percentage of
transactions successfully inserted into a block, depending on the
number of vehicles equipped with LoRa sensors and the through-
put, which is expressed as the maximum number of blockchain
that can be inserted in one minute. Obviously, in a real-world sys-
tem it is desirable that no transaction gets lost. Therefore, it is
necessary to customize the blockchain attributes in a way that
100% insertion rate is ensured. In our experiments, consensus is
achieved through PoA where provider nodes, serving as trusted
entities, are responsible for block production. It is worth saying that
the proposed architecture is not heavily dependent on a specific
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Energy Consumption and Packet-Delivery Ratio
Depending on the fraction of Lora Vehicles
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Figure 6: Increasing the number of sensors increases the
transmit energy consumption and reduces the packet deliv-
ery ratio.

consensus mechanism. While PoA is a well-established choice for
permissioned blockchain [25], there is no specific standard about
how the PoA is actually implemented. Thus, we decided to rely
on a PoS-based implementation, since it is easily supported by the
simulator. However, any suitable consensus mechanism could be
integrated.

Impact of Maximum Transaction Throughput on Successful Insertion Rate
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Figure 7: Transactions successfully validated in the
blockchain. The three curves represent the percentage of
vehicles equipped with LoRa sensors, respectively 1%, 3%,
and 5% of all vehicles.

6 Conclusions

In this paper, we explore a solution that integrates the gathering and
trading of sensor data. While LoRaWAN is an established standard
for IoT applications, enabling efficient retrieval of data, blockchain
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technology could facilitate the establishment of a marketplace. This
could empower customers to subscribe to various data streams,
possibly generated and managed by different entities. To simulate
such a system, we have adopted a multilevel modeling approach,
allowing us to combine existing models within a single framework.
In fact, one of the purposes of this paper is to demonstrate the suit-
ability of multilevel modeling techniques to simulate complex IoT
scenarios involving multiple components. Other than mitigating
the cost of building a complex model from scratch, we were able to
reuse task-specific simulators that have been assembled following
the design principles of multilevel modeling. The experiments sug-
gested that even with a small number of strategically positioned
gateways, extensive coverage of large urban areas is feasible. Pri-
vate blockchains allow stakeholders to customize the attributes
of the distributed ledger to meet system requirements, effectively
addressing issues such as trust and scalability.

In future works, we plan to investigate similar use cases, such
as smart shire scenarios where data transmission is required in
locations without Internet coverage. Additionally, we will consider
a more sophisticated architecture that offers features that can po-
tentially increase the usability of certain applications, such as the
possibility to negotiate service costs and better strategies to reduce
message losses.
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