IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 2, 15 JANUARY 2025

1843

Packet Collision Probability of
Direct-to-Satellite IoT Systems

Enrico Testi

Abstract—We investigate the packet collision probability
among uncoordinated devices, in the uplink of Direct-to-Satellite
Internet of Things (DtS-IoT). Both the satellite spot shape and
its motion along its orbital path are considered in the analysis.
We analyze the probability of no uplink collision under two
DtS-IoT settings: 1) unconfirmed ALOHA over a single channel,
e.g., long-range wide-area network (LoRaWAN) class A with
long-range chirp spread spectrum (LoRa-CSS) modulation and
2) unconfirmed ALOHA with frequency-hopping compliant with
LoRaWAN class A with long-range frequency-hopping spread
spectrum (LR-FHSS). A closed-form solution is derived for the
former, while an upper bound is found for the latter. The
analytical results are validated by comparison with the outcomes
of extensive simulations, showing that the obtained closed-form
expressions accurately predict the probability of no collision.
Moreover, the upper bound for the frequency-hopping case is
proven to be tighter when there are less than 35 hopping
channels. Finally, we provide a concise performance comparison
between LoRa-CSS and LR-FHSS in DtS-IoT, showing that
LR-FHSS significantly increases the number of devices that
can simultaneously transmit during a satellite pass, thereby
enhancing uplink capacity.

Index Terms—Direct-to-Satellite Internet of Things (DtS-
IoT), frequency-hopping spread spectrum, Internet of Remote
Things, low-Earth orbit (LEO) satellite, machine-to-machine
communications.

I. INTRODUCTION

ECENTLY, Internet of Things (IoT) services based
Ron low-Earth orbit (LEO) satellites have received a
considerable interest from private companies, international
standardization bodies, and the research community [2], [3],
[4], [5], [6], [7]. Although terrestrial IoT is already playing
a pivotal role in the evolution of next-generation wireless
networks, there still are many use cases that require a more
global, scalable, adaptable, and robust solution [8]. These
use cases encompass monitoring of remote areas, connect-
ing unserved or remote regions, and facilitating intelligent
global transport management. A possible solution to address
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these needs lies in the “Internet of space things,” i.e., a
network of cyber—physical systems that will enable global
connectivity by exploiting satellite constellations [9], [10]. The
Third Generation Partnership Project (3GPP) promotes its
Narrowband IoT (NB-IoT)-based standard for nonterrestrial
networks (NTNs), while numerous corporates, e.g., Lacuna
Space and EchoStar Mobile, are sponsoring the use of low-
power wide-area networks (LPWANSs) based on proprietary
technologies (e.g., Semtech ones) for Direct-to-Satellite IoT
(DtS-IoT) communications [11], [12], [13], [14].

A new communication scheme, long-range frequency-
hopping spread spectrum (LR-FHSS), specifically designed
for long distance and low data rate uplink communications,
has recently been introduced [15], [16]. In essence, LR-FHSS
exploits fast frequency hopping to maintain a radio link budget
equivalent to that of long-range chirp spread spectrum (LoRa-
CSS) while concurrently enhancing network capacity, which
makes it a serious candidate for satellite communications.
Concurrently, the well-established LoRa-CSS modulation has
been updated with new operating frequencies, channel band-
widths, spreading factors (SFs), and data rates, available
within the Long Range Wide Area Network (LoRaWAN)
specifications.

Therefore, while LR-FHSS has been specifically tailored
by Semtech for satellite use cases, the newly released
LoRaWAN configurations may potentially unlock new services
and use cases for the well-established LoRa-CSS modula-
tion. In light of the above-reviewed recent updates, it is
not yet fully clear which technology is the most suitable
for DtS-IoTcommunications. Indeed, all the aforementioned
protocols have different characteristics in terms of channel
access strategy and receiver sensitivity, both playing a crucial
role in link availability and quality of service. In IoT systems
based on LEO satellites, the end devices (EDs) on ground wait
for the satellite to be reachable and then send their uplink
data without coordinating with each other. As such, each ED
performs a random channel access during the satellite visibility
time, experiencing a collision probability that depends on
the number of neighboring EDs, the adopted uncoordinated
access protocol, and its connection time. In addition, LPWANSs
are designed to operate with low transmission powers, which
makes the link budget, and thus the receiver sensitivity, a crit-
ical issue for satellite communications with such technologies.
This article introduces a robust and pragmatic framework for
the performance analysis of DtS-IoT systems. The outcomes of
this study hold valuable implications for practical applications,
offering support to DtS-IoT system dimensioning.
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A. Prior Work

Since Abramson’s seminal work [17], random access
(namely, ALOHA and its evolution, such as, e.g., slotted,
framed, spread spectrum, diversity, and collision resolution
ALOHA [18], [19], [20], [21]), has always been a vibrant
research topic in several application domains, including radio
frequency identification (RFID) [22], IoT [23], and satel-
lite communications [4]. In the last years, a large volume
of research has been conducted to study and assess the
performance of the most prominent satellite IoT technologies,
mostly random access based.

In [13], various medium access protocols for satellite
communications are compared in terms of throughput and
energy efficiency, focusing on IoT applications and the use
of CubeSats. In [24] and [25], stochastic geometry tools are
employed to measure the potential benefits drones may offer
in bolstering connectivity within IoT networks. Building
upon these works, in [26] and [27], a stochastic geometry
framework is proposed to study the connectivity between IoT
devices and a constellation of LEO satellites, encompassing
both direct communication and communication relayed by
a terrestrial gateway. One of the most interesting outcomes
of this study is that direct-to-satellite (DtS) communications
result in higher coverage probability but a lower average IoT
battery lifetime compared to indirect communication.

In [6], several laboratory and outdoor experiments are
presented to evaluate the resilience of LoRa-CSS modula-
tion to Doppler shifts and Doppler rates typical of LEO
satellites, emphasizing its robustness for altitudes exceed-
ing 550km. Sparse satellite constellations for DtS-IoT are
investigated in [28], where the authors show how a tradeoff
between in-orbit infrastructure and latency can be achieved.
A LoRa-CSS-based LEO satellite IoT scheme is proposed
in [29], where a closed-form expression for the connection
probability, depending on the received signal strength indicator
is also derived.

Different LoRa-CSS and LR-FHSS access schemes for DtS
communications are compared in [6], where a theoretical
mixed integer linear programming (MILP) model that provides
an upper bound on network performance is proposed. A
LEO satellite IoT scheme is proposed in [29] to study the
uplink performance of LoRa-CSS. Furthermore, a closed-
form expression for the LoRa-CSS connection probability,
depending on the received signal strength indicator under
Rician fading, is derived. The authors consider a fixed satellite
spot position and study the network interference assuming
a Poisson-distributed number of transmitting users inside
the spot.

In [30], an analytical approach is presented to derive
the outage probability of an LR-FHSS satellite-based IoT
network taking into account noise, channel fading impair-
ments, and capture effect. Moreover, in [31], the packet
delivery mechanisms of LR-FHSS for ground-to-LEO satellite
communications are studied, developing analytical and simu-
lation models. Works [30] and [31] assume that the interarrival
times for successive packets follow an exponential distribution,
and that the LR-FHSS packet fragments collision events are
independent. The presented results highlight the feasibility
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Fig. 1. Satellite IoT scenario in which a set of active devices deployed in
remote areas perform DtS uplink transmissions.

of large-scale LR-FHSS networks and certain tradeoffs asso-
ciated with the two novel data rate schemes available for
the European regions. Furthermore, the investigation in [31]
reveals that the primary cause of packet loss in an LR-FHSS
communication link is represented by the loss of all the
transmitted header replicas.

B. Contribution

To the best of the authors’ knowledge, so far the probability
of packet collision (i.e., mutual interference) among the nodes
of a DtS-IoT network adopting random access, considering
the satellite motion and its effect on the statistic of the packet
arrivals, has not been investigated. For example, most of the
above-mentioned works assume by default that packet arrivals
at the satellite follow a time Poisson process of some rate
p [packets/s] regardless of the geometrical configuration of the
coverage area (which we refer to as “satellite spot”), its motion
at a certain velocity, the distribution of nodes on ground, and
the limited contact time between the nodes and the satellite.
However, in the scenario under analysis, each device contends
to deliver its packet within its short contact time, typically
spanning a few tens of seconds. Moreover, the contention
windows of devices located in the same geographic area, thus
potentially interfering with each other, may be misaligned
and have different sizes depending on their positions with
respect to the spot trajectory. Therefore, in this article, we
first formulate a contention-based problem that captures the
above-mentioned features of a DtS-IoT system based on
random access; then, we derive the analytical expression of
the probability of no uplink collision for unconfirmed ALOHA
over a single channel (representing, e.g., LoORaWAN class A
with LoRa-CSS modulation) and an upper bound on the same
probability for unconfirmed ALOHA with frequency-hopping
compliant with LR-FHSS. In the process we show that, if
users on ground are distributed according to a Poisson point
process (PPP), the steady-state packet arrival process is indeed
Poisson, and we obtain the explicit expression of the rate p as
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a function of the system parameters. The obtained closed-form
solutions can be used to estimate the maximum number of IoT
devices that can be served during the satellite pass ensuring a
desired probability of no uplink collision.

The main contributions are summarized as follows.

1) Considering a DtS-IoT system, we derive the analytical
expression of the probability of no uplink collision for
unconfirmed ALOHA over a single channel and an upper
bound on the same probability for unconfirmed ALOHA
with frequency-hopping compliant with LR-FHSS. The
expressions reveal the explicit dependence on system
parameters as the satellite velocity, the spot size, the
node density on ground, and the packet time-on-air.

2) We obtain the upper bound in the LR-FHSS case
removing the assumptions that packet fragment collision
events are independent.

3) We reveal that the obtained expressions are independent
of the satellite spot shape, provided that it belongs to a
specific set of shapes with certain properties.

4) We validate the analytical models through a comparison
with the results obtained by Monte Carlo simulations.
The upper bound reveals to be tight under certain
conditions.

This article is organized as follows. Section II introduces
the scenario and system model. Sections III and IV present the
analysis for unconfirmed ALOHA over a single channel and
with LR-FHSS, respectively. Considerations on the per-user
packet decoding error probability are exposed in Section V.
Numerical results are presented in Section VI. Conclusions are
drawn in Section VII. This article was presented in part at the
2024 IEEE International Symposium on Personal, Indoor and
Mobile Radio Communications [1].

Notation: Boldface and plain lower case letters denote
vectors and scalars, respectively. The modulus of vector a is
denoted by |a|. The interval between reals a and b, endpoints
included, is indicated as [a, b]. The operations A U B and
A N B denote the union and the intersection of the events A
and B, respectively. The uniform distribution in the interval
[a, b] is denoted by U (a, b). We let [-] be the ceiling operator.
Hereafter, “success” refers to the event of no uplink collision.
The specific definition of a success event, in each of the two
analyzed DtS-IoT settings, is addressed at the beginning of
Sections III and IV, respectively.

II. SYSTEM MODEL

We consider the uplink of a nonterrestrial IoT system in
which devices on ground, hereafter also referred to as “users”
or “nodes,” contend to transmit packets to a LEO satellite
during its pass. The reference scenario is illustrated in Fig. 1.
The satellite moves, parallel to the ground, with a constant
velocity v such that v = |v|. At every pass, each active
node attempts transmission of one packet. We assume that
all packets have the same transmission/reception time 7', also
referred to as the packet “time-on-air.” By Time of Arrival
(ToA) of a packet we mean the start time of packet reception at
the satellite; this equals the packet transmission start time plus
the propagation time. We assume the existence of a downlink
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channel through which the satellite periodically broadcasts its
updated orbital data to the nodes. This way, each node is aware
of the start and end of the pass and can adjust the start time
of its transmission to enforce a desired ToA of its packet at
the satellite.

Definition 1 (Valid ToA Range): The valid ToA range of a
packet is the interval of ToA values such that the packet is
entirely received within the satellite pass, so that the onboard
satellite receiver is potentially able to demodulate and decode
it. The size of the valid ToA range equals the node-satellite
contact time minus the packet transmission time.

The access protocol falls into the class of unconfirmed
ALOHA protocols, i.e., unslotted ALOHA without acknowl-
edgment messages, and works as follows. During the pass,
the generic node sets the ToA of its packet by drawing a
random variable uniformly distributed in the valid ToA range
and starts its transmission accordingly. As such, transmissions
from different nodes in the same area are asynchronous.
The access protocol is uncoordinated, meaning that users act
independently of each other with no coordination.

Since the shape of the satellite spot on Earth depends on
the type and the number of onboard antennas, we identify a
set of spot shapes for which the developed analysis is valid.
We refer to it as the set of target spot shapes. Throughout this
article, we neglect the Earth curvature, modeling the ground
as a plane, and we assume that the satellite spot shape does
not change over time.

Definition 2 (Target Spot Shape): A satellite spot shape is
called a target one when: 1) it is convex and 2) it exhibits
line symmetry about a line £; and about a second line ¢»
orthogonal to ¢;.

Examples of target spot shapes (regardless of their practical
feasibility) are the square, the circle, and the ellipse. The
analysis is carried out considering a single satellite pass and
using a Cartesian coordinate system such that the symmetry
line ¢ coincides with the y-axis and the satellite velocity v is
parallel to £,. Without loss of generality, we assume that time
t = 0 corresponds to the time at which the symmetry line £;
overlaps with the x-axis. Letting S(f) C R? be the satellite
spot at time ¢ and dS(r) be its boundary,! the above choice
allows us to define the time-independent parameter

L =max{x : (x,y) € 05()}. (1)

The analysis is performed considering a reference node for
which a valid ToA range exists. Without loss of generality,
the reference node is in position (a, 0), for some a such that
—L < a < L. We denote by R € R? the region, with boundary
d0R and area AR, that is swept by the satellite spot during the
contact time with the reference node. An example is illustrated
in Fig. 2. Note that another device can potentially interfere the
reference one only if its spatial position belongs to region R.
The potential interferers of the reference node are assumed to
be scattered in the x—y plane according to a PPP with spatial
density A, such that their number N in a measurable region is
a Poisson distributed random variable.

138 represents the boundary of the projection of the satellite’s footprint
onto the ground. For instance, if the footprint has a circular shape, dS denotes
its circumference.
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Fig. 2. Illustration of the region R defined by the translation of the satellite
spot along the positive y-axis direction for a generic target spot shape. At
time ¢ = 0, the center of the spot corresponds to the origin.

If a node is in position (x,y) then, with the above choice
of the + = 0 time, the valid ToA range of its packet is the
interval

y—g) y+gk) T] )

WTOA(-X’ y’ T) = [ ’
v 1%

where g(x) > 0 is an invertible function of the node abscissa
and depends on the spot shape. An example for the circular
spot shape is g(x) = ~/L? — x2. In order for the contact time
of a node to be sufficient for the transmission of one packet,
we must have 2g(x)/v — T > T, a condition that is verified if
and only if

glx) >T. 3)

Thus, from (3), the range of the abscissa of the reference node
is reduced t0 —dmax < a@ < dmax Where dmax = |g_l(vT)|.
We also define h(x) > 0 as the positive ordinate such that
(x, h(x)) € OR, noting that h(x) = g(0) 4+ g(x). An example
for the circular spot shape is h(x) = L + ~/L? — xZ.

III. PROBABILITY OF NO UPLINK COLLISION OVER
SINGLE-FREQUENCY CHANNEL

In this section, we assume that, during the satellite pass,
active nodes transmit their packets asynchronously over the
same frequency channel through the unconfirmed ALOHA
protocol introduced in Section II. Although the main result,
expressed by Theorem 1 below, is valid regardless of the
specific modulation, numerical results in Section VI will target
LoRaWAN class A with LoRa-CSS modulation. We denote by
S the event of no uplink collision, i.e., the event that no portion
of the packet transmitted by the reference user is affected by
interference, and we develop an analytical expression of the
probability P(S). The obtained closed-form expression is valid
for any spot shape belonging to the target spot shape set.

Theorem 1: Let the satellite spot shape be a target one and,
during the satellite pass, each node on ground transmit one
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uplink packet over a single-frequency asynchronous channel.
Then, the probability that no portion of the packet transmitted
by the generic node is interfered, P(S), is given by

P(S) = ¢ 4T, 4)

Proof: Let N be the number of potential interferers of
the reference user in the region R and tf be the ToA of
the reference packet. Recalling that the area of R is A, the
probability P(S) can be developed as

P(S) = Y _P(N =n)P(S|n)
n=0
= > OB wp(sin)
n=0 )
e—AR)»

28@/v—T

e ¢]

n  prgla)/v—=T
_Z(AR)») f P(S|n, Tref) der  (5)

= o Jgap

where (a) is due to Tt being uniformly distributed in
Wtoa(a, 0, T). This latter interval is given by (2) with x =
a and y = 0. Next, given that in R there are n potential
interferers of the reference node, we have S=S; N... NS,
where S; is the event that the packet of the reference node is
not interfered by the one of node i. Since any two events S; and
Sj, i # j, are independent and P(S;|n, Trer) = P(Sj|n, Tref)
we can recast (5) as

o—ARM
P(S) = @ =T
O Apa)t [E@/=T )
'Z( Rs) / [P(S1In, Tret) " d Trer. (7)
= —g(@)/v

Let C; = S; be the event that the packet transmitted by
node 1 has a time overlap with that of the reference node.

Recall that the potential interferers’ spatial positions follow
a PPP so that, given that there are n of them in R, the position
of each of them is uniformly distributed in R. Then, for any
target spot shape (Definition 2), we can write

P(Cl|n9 Tref) = /I\QZ P(Cl|n’ Tref, X, Y)fX,Y(X, )’) dXdy

= v 72P(Cl In, Tref, x, y) dxdy
= Ii RP(CI|Tref» X, y) dxdy 3
where fx y(x,y) is the probability density function (PDF)
of the position of node 1; given that there are n potential
interferers, it is equal to 1/AR for all (x,y) € R and is null
elsewhere. Note that conditioning on n can be omitted after
specifying fi. v (x. y).

Next, let us partition the interval [—L, L] on the x-axis
into 2L/Ax smaller intervals, each of size Ax. Let x; be the
center of the ith such interval and R; be the rectangular region
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h(=zi)

8

Fig. 3. Approximation of the region R swept by the satellite (during the
contact time with the reference node) as the union of rectangular regions.

[ — DAx,iAx] x [—h(x;), h(x;)]. This is depicted in Fig. 3.
Then, we can write

P(Cl|n’ Tref) = Ar
h(x;)
~/(‘t 1)Ax / h(x;)
The probability P(C| trf, xi, ¥) can be obtained observing
that it is the probability that the ToA of the interfering
packet from a node in position (x;, y) falls between T — T
and ter + T, i.e., in the vulnerability time interval of the
reference packet. Using the fact that the ToA of the interfering
packet is uniformly distributed in Wroa (x;, ¥, T) we obtain (6),
shown at the bottom of the page. Regarded as a function of
v, P(Ci| T, xi, ¥) has therefore a trapezoidal shape. It is

immediate to verify that the area of the trapezoid is 27v. We
then have

2L/Ax

- lim

Ax—0 Cl|frefvxu )dydx. ©)]

h(x;)
/ P(Ciltrer, xi, y) dy = 2Tv. (10)
—h(x;)
Incorporating (10) into (9), we obtain
2L/A)C iAx
P(Ci|n, Tref) = — lim / 2Tvdx
( re) R Ax—=0 ; (i—1)Ax
_ 4LTv (11
= A

Using the fact that P(Si|n, tret) = 1 — P(Cy|n, trer) and
substituting into (7) yields the final expression
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4LTv\ 1"
AR

The proof is completed by observing that, in (10), the whole
area below the trapezoidal-shaped function (equal to 27v) must
be taken since the integration interval [—h(x;), A(x;)] includes
the major base of the trapezoid, that coincides with the interval
[Tretv—g(xi), (Tret+T)v+g(x;)] from (6). This fact immediately
follows from T > —g(0)/v and tr < g(0)/v — T, since
h(x;)) = g(0) + g(x;). |

Remark 1: In case B, orthogonal frequency channels are
available and each node chooses one uniformly at random,
Theorem 1 remains valid upon replacing A with A/B (on
invoking independent thinning of Poisson processes).

Remark 2: While the contact time of the reference node
depends on a, the probability P(S) does not. This is because
smaller or larger contact times correspond to smaller or larger
areas AR, decreasing or increasing the average number of
potential interferers, respectively.

An alternative proof of Theorem 1 can be developed by
analyzing the packet arrival process at the satellite. This
alternative proof is proposed in Appendix B, where it is
shown that if users on ground are distributed according to
a PPP and the satellite spot does not initially contain any
node, then the packet arrival process is an inhomogeneous
Poisson process whose rate converges to a constant value p =
2LvA [packets/s].

_ARAZ .|:AR)»<

e_4LTv)\. i ( 12)

IV. EXTENSION TO LR-FHSS PrROTOCOL

In this section, we extend the analysis to an unconfirmed
ALOHA protocol with frequency hopping that captures the
essential features of LR-FHSS, a new scheme based on
frequency-hopping spread spectrum and regarded as the “satel-
lite counterpart” of LoRa-CSS. It features an intraframe
frequency-hopping scheme with the goal of achieving better
sensitivity, interference rejection, and uplink capacity with
respect to traditional IoT modulation schemes [15], [16]. The
LR-FHSS payload is preceded by a header. The header is
replicated Ny times, where Ny € {2,3}, and each replica
is sent over a specific occupied bandwidth (OBW), i.e., a
different frequency subchannel. In the context of LR-FHSS
we denote by ter the ToA of the first header replica of the
reference device, referring to it simply as the reference device
ToA. The header has fixed duration Ty, and at least one of its
replicas needs to be correctly received to properly demodulate
the payload. The payload is split into N fragments, all with
the same time duration Tf; each fragment is transmitted
over a specific OBW. The sequence of OBWs used for the

0, ify < Teerv—

Y8 (i) —TrefVv
2§(xi)—Tv ’
2g(xp)=Tv’
(trer+T)v— Y+g(xl
2g(x))—Tv

P(Cy| Tref, Xivy) =

g(xi)

if Trefv — 8(xi) =y < (Tref + 2T)v — g(xi)
if (Tref +2T)v — g(x;) <y < (Tref — T)v + g(x7) (6)
A (Tret — TV + 8(xi) <y < (Tret + T)v + g(x7)

0, if y > (trer + T)v + g(x7)
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transmission of header replicas and fragments is generated
randomly. The scheme is structured in such a way that a user
packet is successfully received when so are at least one copy
of the header and y payload fragments. The ideal value of y
is ¥ = [Nf - CR], where CR is the code rate of the channel
code protecting the payload. However, in practice, the number
of fragments that must be received for a successful packet
transmission has to be slightly higher.

Let B be the number of available OBW for frequency
hopping, and Cy; be the event that replica j of the header of
the reference device is (even partially) interfered by a header
replica or a payload fragment of another device. Moreover,
let S;u be the event that a header replica of the reference
node is not interfered by potential interferer i, i.e., by none
of its header replicas or payload fragments. We remark that
any two events S;y and Sjg, i # j, are independent and
that P(Sialn, Ter) = P(Sjaln, Ter), n being the number of
potential interferers.

We now analyze the probability that at least one header
replica and at least y payload fragments of the packet,
transmitted by any node under LR-FHSS protocol, are not
affected by interference when the satellite spot shape belongs
to the target spot shape set. We denote this event by S and
refer to it as “no uplink collision” event.

Theorem 2: Let the satellite spot shape be a target one and,
during the satellite pass, each node on ground transmit one
uplink packet adopting the LR-FHSS scheme. Let « be such
that P(Siu|n, tef) < « for all i. Moreover, let

Ny

Ny
P( ﬂ CHJ-|”7 Tref) = HP(CHJ-VL Tref)-
j=1

j=1

(14)

Then, the probability of no uplink collision for the packet
transmitted by the generic active node is upper bounded
by (13), shown at the bottom of the page.

Remark 3: Inequality  (14)  represents the  posi-
tive association between the interference events, i.e.,
P(Cy,|Ch;_ys--.,Chy) > P(Cyy) for 1 < j < Np. For
the sake of clarity, this hypothesis means that the event of
interference of header j increases the interference probability
of header j + 1. Intuitively, this comes from the fact that the
vulnerability time windows of the two headers are partially
overlapped. However, we show that this assumption holds by
numerical simulations reported in Fig. 5 of Section VI.

Proof: Using the same notation adopted in Theorem 1,
the expression (5) for P(S) remains valid upon redefining T
as T = NyTy + NrTfp. The probability of no interference,
given that there are n potential interferers and that trr is the

reference device ToA, is expressed as
P(S|na Tref) = P(Suln, Tref)P(SyF|na Tref) (15)

where P(Sy|n, Trer) is the probability that at least one of the
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Npg header replicas is not interfered, and P(S,|n, Trf) is the
probability that at least y payload fragments are not interfered.
The probability of no interference of at least one of the Ny
header replicas is

Ny
P(SH|n7 fref) =1- P( ﬂ CHj|n’ fref)
j=1

@ M
<1- l_IP(CHj|n, Tref)

J=1

=1- (1 — P(Siln, rref)")NH (16)

where (a) follows directly from (14). We now substitute
P(Sig|n, trer) in (16) with the upper bound «, obtaining

N
P(Suln, tef) < 1 — (1 - a") ! (17)
Now, we can upper bound (15) as
P(Sln» Tref) =< P(SH|na Tref)
Ny
<1- (1 —a") (18)

We now incorporate (18) in (5) and obtain (13) for Ng = 2
and Ny = 3, completing the proof. |

Remark 4: Let us remark that it has been shown how, since
LR-FHSS applies convolutional channel coding to the payload
fragments and adopts frequency hopping, P(Su|n, Tref) is the
driving factor in (15) [31].

In the next theorem, we derive a possible value of the upper
bound o which can be used in (13). Let us define Y; as the
event that the reference header is interfered by a header (i.e.,
1 <j < Np) or a fragment (i.e., Ny +1 <j < Ny + Nf) of
the generic interferer, and N = Ny + Nr.

Theorem 3: Let the satellite spot shape be a target one and,
during the satellite pass, each node on ground transmit one
uplink packet adopting LR-FHSS scheme. Then, we have

N
2-0)S1 +25,
(1—-0)s?
(1 -60)S +25,

P(SiH|ns Tref) <1
(19)

where

2vL(Tg(2Ng + NF) + TrNF)
S| = .
rB

(TH(NH L ONF —3) 4 Tp(5 — 3NF)> Q1)

(20)

2vL

Sy =
2 AR B?

(22)

P(S) <

e—ARk( _ eARkaz + 2eARA.a)’
e—ARA(eAM%3 — 3eArM 4 3eARM>, if Ny =3

if Ny =2
(13)
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Proof: Let us express P(Si|n, Tref) as

N
P(Siln, tref) = 1 — P( U Yiln, Tref)
j=1

053 (1-0)s?
<1- —
- Q—=60)S14+25 (1—6)S;+2S,
(23)

where the inequality follows from Dawson—Sankoff lower
bound on the probability of union of the events [32], [33]; the
lower bound exploits S; and S, defined as

N
S1=Y_ P(Yjln. Ter) (24)
j=1

and

Sa=" > P(Y;nYiln, Tep). (25)

1<j<k<N

The probability P(Y;|n, Tref) can be expressed as

1
P(Yjln, zref)=m /R P(Yjln, Trer, x, y) dxdy.  (26)

To develop the right-hand side of (26) for a target spot shape
we can use the same procedure described in Section III. The
function fyjm,tref(x,', y) = P(Yj|n, Ter, x;, y) can be obtained
observing that it represents the probability that the ToA of the
interfering header or fragment falls in the vulnerability time
interval of the header replica transmitted by the reference node.
Repeating the same procedure that led to (11) in Section III,
we directly obtain

4vLT, . .
ARB{{’ if 1 S./ S NH

P(Y;In, Tef) = : i
(Yjln, Trer) { ZVL;TQETF)’ if Ny +1<j<N.

27)

The result in (27) can be incorporated into (24) yielding (20).
The probability P(Y; N Yg|n, Ter) can be calculated as in (6)
but considering a reduced vulnerability time interval corre-
sponding to the time for which the two headers or fragments
(or a header and a fragment), j and k, are both overlapped in
time with the reference header. Moreover, the event Y; N Y
implies that the two fragments or headers are transmitted in
the same frequency channel as the reference header. We have

2VLTH .
P(Yj NYjiln, Tref) =—— VI<j<N (28)
ARB
2L(Ty — TF) .
P(YjNYjzaln, trer) = —anB YNy <j<N-—1(9)

and
2vL(Ty — 2TF)

P(Yj N Yj+3|na Tref) = ARBZ

VNy <j<N-2.
(30)

Moreover, P(Y; N Yi|n, Ter) = O in all cases not covered
by (28)-(30); this is due to the fact that the probability
of simultaneous interference from two fragments or headers
that are far apart of a time interval larger than Ty is zero.
Substituting (28)—(30) into (25), we obtain (21), which com-
pletes the proof. |
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V. UPPER BOUND ON THE PER-USER
PACKET LOSS PROBABILITY

Let E be the event that the packet transmitted by the
reference node during its contact time is not correctly demod-
ulated and decoded, so that the corresponding message is not
received. The probability P(E) represents the per-user packet
loss probability. Moreover, let S be the event of no uplink
collision, as defined at the beginning of Sections III and IV,
and C = S. Using P(S), we can develop a general upper
bound on P(E) as

P(E) = P(E|C)P(C) + P(EIS)P(S)
< P(C) +P(EIS)P(S)

=1-P(S)(1 - P(EIS)) 31)

where P(E|S) is the probability that a packet is not correctly
demodulated and decoded in absence of uplink collision. This
latter probability, which depends on the adopted coding and
modulation scheme, is due to thermal noise, Doppler shift,
and Doppler rate. The bound assumes that a packet suffering
from a collision is never correctly received. Concerning the
probability P(S), the exact expression (4) can be used over a
single-frequency channel, while the upper bound (13) can be
adopted in case of LR-FHSS protocol.

A simple channel model, often adopted to study random
access, is the collision channel. We may define an “asyn-
chronous single-frequency collision channel” as a channel
where: if the reception time interval of a packet has no
overlap with that of any other packet, then the packet is
always correctly received; if the reception time intervals of
multiple packets overlap with each other, then none of them
is correctly received regardless of their interfered portions.
Letting a packet slice be a header or a fragment, we may also
define an “asynchronous frequency-hopping collision channel”
as a channel where: if the reception time interval of a slice
has no overlap with that of any other slice transmitted over
the same frequency channel, then the slice is always correctly
received; if the reception time intervals of multiple slices
overlap with each other over the same frequency channel, then
none of them is correctly received regardless of their interfered
portions. Over these simple asynchronous collision channel
models, we have P(E|S) = 0 and P(E|C) = 1, hence

P(E) =1-P(S). (32)

For this reason, throughout this article, we have sometimes
referred to P(S) as the “success probability.”

In Appendix A, Theorem 1 is used to obtain a closed-
form expression for the system sum-rate over the asynchronous
single-frequency collision channel. Sum-rate optimization is
also discussed.

VI. NUMERICAL RESULTS

In this section, the validity of the proposed analytical models
is first assessed. Then, the proposed models are employed
to compare LoRa-CSS and LR-FHSS schemes in terms of
the reliability versus scalability tradeoff. Validation of the
analytical models was carried out by developing a Monte Carlo
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simulator for DtS IoT communications, which is available
in [34]. The tool simulates random channel access by nodes
distributed on ground willing to send a message to the
satellite during its pass and employing either unconfirmed
ALOHA over a single channel (covering LoRaWAN class A
with LoRa-CSS modulation) or unconfirmed ALOHA with
frequency-hopping compliant with LR-FHSS. The satellite’s
pass over a reference node is simulated according to the
model detailed in Section II. At each Monte Carlo iteration,
the number of interferers inside the region R spanned by
the satellite during its contact with the reference node (see
Fig. 2) is drawn from a Poisson distribution with density A;
given their number, the interferers are deployed according to
a uniform distribution in R. The simulator does not assume a
Poisson packet arrival process; rather, it assumes that nodes are
distributed on ground according to a PPP. For different device
spatial distributions, the analysis would need to be adjusted to
align with the selected distribution. Our work offers a general
framework that can be adapted to various node distributions,
making it applicable to typical IoT scenarios.

A. Simulation Parameters

All tests were carried out considering that each node
transmits a data payload of PL = 58 bytes, unless otherwise
specified. Since the results of Section III apply to a LoRaWAN
class A network that adopts LoRa-CSS modulation (although
they are not limited to it), we considered a time-on-air for the
uplink packets equal to the one of a LoORaWAN frame contain-
ing PL payload data bytes, evaluated as follows. According
to [35], a specific frame format is used by LoRa-CSS devices
to accommodate data: a LoRa-CSS frame begins with a
preamble, that consists of a configurable number of pure
upchirps, whose frequency linearly increases from fy—(BW/2)
to fo + (BW/2), being fo the carrier frequency and BW
the bandwidth, followed by two and a quarter downchirps,
and, optionally, a frame header. The remainder of the frame
includes the payload with, possibly, the corresponding CRC.

The total time-on-air of a LoRa-CSS frame depends on the
combination of SF, coding rate, and bandwidth. The symbol
time, i.e., the duration of a single chirp, is defined as

2SF
BW’

The number of symbols composing the payload is given by

Toym = (33)

8PL — 4SF + 16CRC + 20H + 8
4(SF — 2 DE)

-‘(R+4),O}
(34)

npay=8+maxHr

where PL is measured in bytes, CRC = 1 if the CRC is used
and CRC = 0 otherwise, H = 1 when the header is enabled
(i.e., explicit mode) and H = 0 otherwise, DE = 1 when
the low data rate optimization mode is enabled and DE = 0
otherwise, R € {1, 2, 3, 4} is the coding rate parameter (R = x
corresponds to x redundancy bit every 4 data bits). Finally, the
total time-on-air of a LoRa-CSS frame is given by

T = (pre + B + Npay) Toym (35)
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TABLE I
SIMULATION PARAMETERS

Parameters Values
Satellite orbit height (h) 600 km
Minimum elevation angle (¢) 55°
Satellite velocity (v) 7.5km/s
Spot shape parameter (L) 420.124 km

Payload size (PL) 58, 100 bytes
H 1

CRC 1

8 4.25

LoRa code rate (R) 1

LoRa bandwidth (BW) 125kHz

LoRa spreading factor (SF) 7, 10

OBW Channels (B) 35, 60, 86

Header replicas (Nu) 2 (CR 2/3), 3 (CR 1/3)
Header duration (71) 233 ms

Fragment duration (7f) 102 ms

where npe and 8 are the numbers of preamble symbols and of
additional frame delimiter symbols used for synchronization.
Let us remark that selecting the appropriate LoRa-CSS SF
in DtS communications is influenced by various factors,
including the Doppler effect. It was shown that the resilience
of LoRa-CSS to the effects of Doppler rate and shift is closely
tied to the combination of employed SF and bandwidth [36].
Specifically, SFs up to 10 have been found to offer sufficient
robustness for packet demodulation during typical LEO satel-
lite passes, while higher SFs often lack this robustness. Thus,
numerical results in this section are presented for SFs 7 and
10 [11], [36].

Next, since the asynchronous frequency-hopping access
model addressed in Section IV is built upon LR-FHSS
transmission, we evaluated the time-on-air necessary for the
transmission of an LR-FHSS frame containing PL payload
data bytes as follows. The time-on-air for LR-FHSS depends
on the number of header replicas and payload fragments and
is T = NygTg + NpTr. The number of fragments depends on
the payload size and on the coding rate CR and is given by

PL 42
w5
M

where M = 2 with CR = 1/3, and M = 4 with CR = 2/3 [16].
A comprehensive list of the simulation parameters, which have
been set consistently with [3], [16], [35], and [36] is given in
Table L. In the following sections, the results of the simulations
are compared to the analytical models proposed in Sections III
and IV. We consider a circular spot shape such that the position
of the reference node varies from (0, 0) to (amax, 0), where
VL2 —V2T2,

(36)

Amax =

B. Probability of No Uplink Collision Over the
Asynchronous Single-Frequency Channel

We start by verifying Theorem 1 by comparison with Monte
Carlo simulations results. Fig. 4 shows the probability of no
interference obtained by (4) versus the average number of
interferers in the region R for a DtS LoRaWAN-based network
employing LoRa-CSS with SF = 7, BW = 125kHz, and
R = 1; it also shows the corresponding simulation results.
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Fig. 4. Simulated and analytical probability of no interference over the single-
frequency asynchronous channel (e.g., LoRa-CSS-based LoRaWAN) varying
the average number of interferers.

The figure highlights perfect match between analysis and
simulation. As expected, the probability of no interference
decreases when moving the reference node toward the border
of the spot shape. This is due to the fact that, when a increases,
the valid ToA range for the reference node decreases, as well
as the area of the region R. For a given average number of
interferers in R, this makes the probability P(S) higher when
the reference node is closer to the y-axis (a close to 0). It is
noted that the success probability exceeds 0.9 only when the
average number of interferers is less than 100.

C. Probability of No Uplink Collision Over Asynchronous
Frequency-Hopping Channel (LR-FHSS)

In this section, we assess the accuracy of the analytical
model expressed by Theorem 2 and the tightness of the
derived upper bound. Positive correlation between the dif-
ferent interference events, affecting the LR-FHSS headers
transmitted by the reference node, is a necessary condition in
Theorem 2. We now show via numerical simulations that this
condition holds for the parameter configurations adopted in
this work. Fig. 5 displays the joint probabilities of interference
of the headers of the reference node and the products of the
respective marginal probabilities, for Ng € {2, 3}, as a function
of the average number of interferers. It can be seen that (14)
holds, since the joint probability is always larger than or equal
to the product of the marginals. Moreover, when the average
number of interferers is large the two probabilities tend to
converge, which suggests that in that case the events can be
considered as almost independent.

Figs. 6 and 7 show the simulated and analytical probabilities
of no interference for DtS LR-FHSS-based networks with cod-
ing rates CR = 1/3 and CR = 2/3, versus the average number
of interferers in the region R. The configurations foreseen
by the LR-FHSS standard are also compared for different
numbers of available OBW channels, B € {35, 60, 86}, and
for different positions of the reference node, for a payload
size of 100bytes. The figures illustrate how the analytical
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Fig. 5. Simulated joint probabilities of interference of the headers of the

reference node and the products of the respective marginal probabilities, for
Ny = 2,3, varying the average number of interferers.
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Fig. 6. Simulated and analytical success probabilities for LR-FHSS access

scheme varying the average number of interferers for CR 1/3.

model bounds from above the results obtained via simulations,
and how the bound is tighter when the number of available
hopping channels is low (e.g., B = 35). Again, the probability
P(S) decreases when moving the reference node toward the
border of the spot shape, as expected. Moreover, increas-
ing the number of OBW channels available for frequency
hopping translates into a remarkable increase in the system
uplink capacity, i.e., the number of devices simultaneously
transmitting a packet during the satellite contact time for the
same probability of no interference. For example, for a target
P(S) = 0.8, LR-FHSS supports up to 600, 1000, and 1600
uplink devices transmitting 100 bytes with CR 2/3 and 35, 60,
and 86 available OBWs, respectively.

D. LoRa-CSS Versus LR-FHSS: A Comparison

This section provides a comparison between LoRa-CSS
and LR-FHSS uplink capacities with the aim of highlight-
ing their strengths and weaknesses in the context of LEO
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Fig. 7. Simulated and analytical success probabilities for LR-FHSS varying
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Fig. 8. Success probability for LoRa-CSS and LR-FHSS varying the density
of interferers in the area.

satellite IoT applications. Fig. 8 shows the success proba-
bilities evaluated through the analytical models proposed in
Sections III and IV, varying the density of interferers in the
area spanned by the satellite. The results are obtained with
PL = 58 bytes, considering SFs 7 and 10, and bandwidths 125
and 500kHz for LoRa-CSS, while CR 2/3 and Ny = 2 for
LR-FHSS. It is evident how LR-FHSS scheme shows better
performance than traditional LoRa-CSS in terms of uplink
capacity. In fact, the number of nodes that can concur in
the transmission of their packets during a satellite pass is
larger when adopting the frequency hopping and fragmentation
characteristic of LR-FHSS. We also remark that such results
are obtained considering a single LoRa-CSS channel and a
single-frequency-hopping grid of an LR-FHSS channel. Thus,
uplink capacity can be boosted by the use of a large number
of orthogonal channels, forLoRa-CSS, and frequency grids,
for LR-FHSS, which potentially add a multiplicative factor
to the outcomes of our simulations [16], [37], [38]. Finally,
a comparison between the two most promising parameter
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Fig. 9. Success probability for LoRa-CSS and LR-FHSS varying the average
number of interferers.

settings for LR-FHSS and LoRa-CSS in terms of success
probability versus the average number of interferers in the area
is provided in Fig. 9. As expected, LR-FHSS achieves the best
performance even when the reference device is placed near
the boundary of the spot (e.g., a = 3L/4).

VII. CONCLUSION

We have investigated the probability of no uplink collision
among uncoordinated devices in LEO satellite IoT. We have
derived its analytical expression for unconfirmed ALOHA over
a single channel (e.g., LoORaWAN class A with LoRa-CSS
modulation), and an upper bound on it for unconfirmed
ALOHA with frequency-hopping compliant with LR-FHSS.
For this latter scheme, we have not assumed independence
among collision events of packet fragments. The obtained
expressions reveal the explicit dependence on the satellite
velocity, the spot size, the node density on ground, and
the packet time-on-air, and are independent of the satellite
spot shape, provided it fulfills the explained conditions.
Extensive numerical results have been performed to validate
the analytical expressions. While there is perfect match in
the single-frequency case, the LR-FHSS upper bound proves
to be tighter when the number of channels available for
frequency hopping is low (e.g., 35). A comparison between the
uplink capacities of LoRa-CSS and LR-FHSS in the LEO DtS
context has revealed how LR-FHSS can remarkably increase
the number of devices simultaneously transmitting during the
satellite pass.

APPENDIX A
SUM-RATE MAXIMIZATION OVER THE ASYNCHRONOUS
SINGLE-FREQUENCY COLLISION CHANNEL

In this Appendix, a closed-form expression for the sum-
rate of DtS-IoT based on unconfirmed ALOHA over the
asynchronous single-frequency collision channel is derived.
Assume that each device transmits K information bits, such
that the number of transmitted symbols can be expressed as
Ny = K& 4+ u, where § depends on channel coding and
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Fig. 10. Simulated and analytical sum-rate varying the number of transmitted
information bits K for A = 7.13- 10710

modulation, and p is the overhead due to physical header,
preamble, and synchronization symbols. Each symbol has
duration Ty, such that T = NI, = (K§ + w)Ts. We can
define the sum-rate n = n(A, K) as the average number of
information bits received by the satellite in a time window of
size 2g(0)/v, i.e.,

n(r, K) = KAMARP(S) = KrAge M KHT: - (37)

The parameters A and K can be chosen to maximize 7, i.e.,

{A*, K*} = argmax n(A, K). (38)
1K
From (38), it follows directly that
* ko (39)

ALVST,
Incorporating (39) in (37) yields the maximum sum-rate

AR

—4Lva* Ty
4Lv8T,e '

Nmax = 77()»*» K*) = (40)
Fig. 10 shows the sum-rate varying the number of trans-
mitted information bits for A = 7.13 - 107!, highlighting
perfect match between analysis and simulation. The results
are obtained considering a DtS LoRaWAN-based network with
SF =7, BW = 125kHz, and R = 1.

APPENDIX B
ALTERNATIVE PROOF OF THEOREM 1

In the following, we provide an alternative proof for
Theorem 1 showing that the packet arrival process at the
satellite, when the nodes are distributed on ground according
to a PPP and the satellite spot does not initially contain any
node, is an inhomogeneous Poisson process that becomes
homogeneous with rate p = 2Lv [packets/s] when the system
reaches steady state. Let us denote by B C R? the region swept
by the upper boundary of the satellite spot from ¢ = 0 onward,
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Fig. 11. Tllustration of the region B and its partition regions ;. The satellite
spot moves along the positive y-axis direction with constant velocity v and is
centered in the origin at t = 0.

as illustrated in Fig. 11.% Let us partition the interval [—L, L]
on the x-axis into 2L/Ax intervals, each of size Ax. We take
Ax small and later we will let Ax tend to zero. Let x; be the
center of the ith such interval and B; be the corresponding
partition region. We order the nodes in B;, indexing them with
k > 1, based on their increasing distance from the boundary of
the satellite spot at time ¢+ = 0. We denote by Z,(C’) the random
variable representlng the distance of node k in B; from such a
boundary (Z is shown in Fig. 11). We also denote by B;(z)
the rectangular region [(i — 1)Ax, iAx] X [g(xi), g(xi) + z]
and by Q;(z) the number of nodes in B;(z). The cumulative
distribution function (CDF) of Z,E’) is

I > (ksz)l A Axz
P(ZIE) SZ) =PQi(z) = k) = ;Ta rxz (41

Thus, under the assumption that the spatial distribution of
nodes is a PPP, Z,E’) is Erlang distributed, as Erlang(z; k, AAx).

Next, let us denote by ®,((i) the start contact time of node k,
ie., ®,((i) = Z,Ei)/v ~ Erlang(0; k, AvAx). Let us also denote:
by A;-i) the jth packet arrival time from nodes in B;; by N;(t)
the number of packet arrivals from the nodes in 5; before time
t; and by M;(#) the number of devices in B; entered into the
satellite spot before time ¢. The CDF of Aj@ can be expressed
as

P(A/@ < t) = P(Ni(1) = j)

ZP(Ni(t) =n)

o o

Z Z P(N;(1) = n|M;(t) = m)P(M;(1) = m). (42)
From basic properties of Poisson arrival processes, given that
M;(t) = m, the contact times are independent and uniformly
distributed, i.e., given that M;(f) = m we have @ ~ U, 1).

2As mentioned, we assume that at time 7 = O the satellite spot is empty,
i.e., no device has entered the spot yet.
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The ToA of the packet from the kth device in B; is therefore
SV =0 + D where DY ~ 1(0, 8;) and 8; = [2g(x;)/v] —
T3 The conditional PDF of S,(j) given M;(t) = m is the
convolution of the two uniform distributions, namely

S0 pgy @M = / To® i ElMIfpo (@ — §)d§

0, ifz<O
%, if0<z<§;
=11 ifs;<z<t (43)
B i r<z<it44;
0, ifz>1t4+6;
from which we obtain
() 8i
P(§k < 1M;() = m) =13 (44)

Therefore, it follows that:

S n 8 m—n
P(N;(t) = nIM;(t) = m) = <’:> <1 — Z) (27) . (45)

Let us define u; = AvAx. Incorporating (45) into (42) yields

i o~ e (M S\ (8" (wi)" ..
P =)= (1) (-5) (5) e

n=j m=n
o (w=)" 2 ()"

— oMt
¢ nX—]: n! n; (m—n)!

00 L M) >n o
=2 —<(M 2)) () (46)

4 n! ’
n=j

Recalling that P(A\" < 1) = P(Ni(t) > j). (46) shows
that the process governing packet arrivals at the satellite is
a nonhomogeneous Poisson process [39]. Nonetheless, as ¢
increases, the process reaches a steady-state condition where it
becomes homogeneous with rate u; [packets/s]. Considering
the steady state, the superposition of the 2L/Ax independent
packet arrival Poisson processes is a Poisson process whose
rate is the sum of the rates of the merged processes. Letting
Ax — 0 (a regime under which the analysis is exact) we
obtain

2L/AX L
=1 i = VA 1dx
= a2 ; pi="r /,L
= 2LvA (47)

The proof is concluded by noting that (4) is the probability that
no interfering packet arrives at the satellite in a time window
of duration 27T (vulnerability period), yielding

P(S) =

e—2Tp — e—4LTV)\,. (48)
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3Recall from Section II that, at every pass, each node sets the ToA of its
packet by drawing a uniform random variable in its valid ToA range.
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