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ABSTRACT Frequency Diverse Array is an advanced antenna technology for clustering received power
spatial distribution in specific areas, which has shown significant potential in many applications, including
radar or wireless power transfer. In wireless communications, signal geofencing might be beneficial in
increasing communication secrecy or reduce interference issues, but system communications through
frequency diverse arrays require careful consideration about several design parameters. In this paper, a
detailed analysis of the sensitivity of the geofencing effectiveness to the main array parameters is carried
out. The analysis covers many aspects of the design, including the selection of the geometrical layout and
the number of elements of the array, the frequency increase policy and the frequency offset across the
elements and their spacing. The study also discusses the trade-offs between different design choices and
provides insights into the performance in terms of focus efficiency and size of the focus area. Results
show that bidimensional layouts, e.g., circular or planar, often represent effective solutions, whereas the
linear arrangement can be a viable option only in case the frequencies are spread across the elements
in a random-like fashion. Frequencies are usually increased according to either a logarithmic or a linear
policy. The linear solution in general yields lower performance, but also lower complexity. Frequency
offset, number of elements and their spacing represent further project parameters. Finally, a preliminary
assessment of the multipath effect on the focus task shows that the performance of frequency diverse
arrays can be affected by complex propagation conditions and deserve further investigations.

INDEX TERMS Frequency diverse array, geofencing, physical layer security, electromagnetic propagation.

. INTRODUCTION

TRANSMITTING antenna array is referred to as

frequency diverse (FDA) if the different radiating
elements are supplied by feeding signals at different
frequencies [1], [2]. Frequency diversity enables “power
spatial focusing”, i.e., the possibility for the radiated field
to peak around some target point(s), i.e., at some specific
distance in some specific direction and at some instants of
time [1], [2], [3], [4]. In principle, this corresponds to a
better control of the transmitted power spatial distribution
compared to standard phased array, which can only enforce
“beam angular steering”, i.e., boost the electromagnetic radi-
ation in some privileged, spatial direction(s). Nevertheless,
the array solution can increase the field intensity of a single
radiating element by a factor always equal to the number of
radiating elements at most, regardless of whether the array

is frequency diverse or not. Therefore, the real advantage
brought by FDAs compared to standard arrays is not a
further boost of intensity in the target point, but rather a
lower intensity outside the target spot. In this respect, “signal
geofencing” or “power spatial filtering” might be effective
alternatives to “power spatial focusing” to describe the major
goal of FDAs.

Although FDA techniques have been mainly envisaged for
radar and navigation [1], [2], [5], [6], [7], [8], they have been
also recently proposed for wireless power transfer [9], [10].
In the framework of wireless communication systems, signal
geofencing can be potentially beneficial in a twofold way,
i.e., to manage interference issues and to enforce communi-
cations secrecy [11], [12], [13]. As a matter of fact, limiting
the intensity of the transmitted signal outside a spot placed
on the target receiver also reduces the interference brought
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to other users. At the same time, providing a satisfactory
signal-to-noise ratio only at the target receiver can also
limit the access of possible eavesdroppers to the information
content exchanged by two legitimate users. Of course, FDA
techniques for both secrecy and interference control require
information about the users’ position, i.e., they belong to
the class of location aware wireless applications [14], [15].
Wireless positioning has been gaining increasing interest
over the years, to the extent that it is now a common feature
of many user equipment. Indoor localization performance
might be still imprecise in some cases - mostly because
of obstruction and multipath impairments - but technical
progress (e.g., based on Machine Learning) is expected to
further improve indoor positioning accuracy [16], [17]. In
order that the potential advantages offered by FDAs to
wireless communications become real opportunities, the size
and the shape of the geofencing area has to be carefully set.
If it is exceedingly large, mitigation of both interference and
eavesdropping threat might be naively impaired; conversely,
if it is uselessly small, its placing on the target receiver
could be difficult, unless very precise information about its
position is available. Furthermore, it is worth pointing out
that signal geofencing is unavoidably time-dependent, i.e., it
can be enforced at the target point at some time intervals,
but not forever [3], [11], unless the phase of the feeding
signals can be adaptively tuned. Although often neglected in
previous studies [13], [18], this represents a crucial aspect
that can cast a shadow on the real convenience of FDA
for effective signal geofencing. Nevertheless, FDAs can be
arranged in order that spatial focusing is periodic over time,
thus supplying authorized users with multiple time slots for
reliable communications, provided that synchronization is
also supported. Moreover, transmission can be interrupted
as soon as the array beam spot is no longer fairly placed on
the target receiver, thus anyway preventing any eavesdropper
from the access to private data [19].

Most of the existing studies on FDA for wireless commu-
nications mainly deal with effective schemes and algorithms
to arrange the signals feeding the radiating elements to limit
interference and/or pursue communication privacy, whereas
the antenna layout is always and simply limited to the
uniform linear case [3], [13], [15], [18], [20], [21]. By
contrast, a thorough investigation on the impact of the main
antenna array parameters (like the number of elements, their
spatial deployment and spacing, the arrangement of the
frequencies across them) on the geofencing effectiveness is
carried out in this work. Moreover, some major relationships
so far not fully highlighted between signal geofencing in
the time and in the spatial domain are also addressed.
The outcomes of the following investigation can provide
useful design guidelines and highlight practical limitations
for geofencing applications.

A comparative summary of the main research activities
carried out on FDA is reported in Table 1.

The paper is organized as follows: formal description of
FDA principles under free space propagation conditions are

included in Section II, whereas signal geofencing in the space
and in the time domain is targeted in Section III. Geofencing
sensitivity to FDA parameters is described in Section IV,
and preliminary assessment of the performance of FDA in
a multipath environment is finally addressed in Section V.
Section VI briefly includes some general considerations on
multi-user FDA communications, whereas some conclusions
are finally drawn in Section VII.

Il. FREE SPACE RADIATION FROM FDAS

Under the usual narrowband approximation, the signal
feeding the m-th element of a transmitting FDA made by M
elements is expressed as:

Sm(t) = S OS2 fint + )
= Sm COS[ZJT(f() + Afm)t + (Sm] (D

where Af;, is the frequency increase at the m-th element
(m = 0,1,...,M — 1) with respect to the single, ref-
erence element (herein conventionally labeled with m=0).
Frequencies are usually deployed over the array according
to either a linear or a logarithmic policy [1], i.e.:

Afm = mAf 2
Afm =log(m + 1) Af 3)

being Af a fixed frequency offset. Although the different
frequencies are usually assigned to the array elements
according to a simple, incremental scheme (i.e., the increase
Af, applied to the m-th element), solutions based on a
random distribution of the frequencies across the array (i.e.,
the increase Af, applied to the m’-th element, with m in
general different from m’) have been also investigated [22]
and are also further considered in this work.

The free space, far-field radiated by an FDA can be
expressed according to the classical formulation generally
adopted for standard array, i.e., as the product between the
field generated by the single, reference element (Ep) and a
proper array factor (AF). With respect to standard arrays,
the array factor of FDAs depends not only on angle(s) but
also on both range and time. This is shown in the following
subsections, where the far-field computation is carried out for
three different spatial arrangements of the radiating elements.
In agreement with previous studies, the analysis is limited
to free space propagation conditions and to a 2D spatial
domain for the sake of simplicity.

A. LINEAR DEPLOYMENT

Let’s consider M isotropic sources linearly deployed, as
sketched in Fig. 1. The AF value in a generic point (R, 0)
of the XY plane can be expressed as:

N s 2mdsing
AF(R.0.1) =) el

m=0
_jZJTAf}n(Rc—mdsine) e/'ZnAfmt
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TABLE 1. Summary of related works.

. Propagation L
Reference FDA layout Frequency settings . Performance marker Application field
conditions
[1] Linear Linear, logarithmic Free space Array Factor Radar
[2] Linear Linear Free space Array Factor Radar
. . . Array Factor, time o
[3] Linear Linear increase Free space . Communication, WPT
analysis
[5] Linear Logarithmic Free space Array Factor Radar
[7] Linear Linear Free space Array Factor Radar and navigation
[9] Linear Multi-sine Free space Array Factor WPT
[10] Linear Logarithmic Free space Array Factor WPT
. . . 5 Secure communications,
[13] Linear Linear increase Free space Array factor . .
Directional modulation
. Optimized for Secrecy Rate L
[15] Linear o Free space Secrecy rate Secure communication
Maximization
Simulated free
. . space, Array Factor, Received
[19] Planar Time controlled, linear WPT
measured power
indoor
Optimized for Fixed Region
. . . Array factor, secrecy L
[20] Linear Beamforming using Frequency Free space ) Secure communications
rate
Diverse Subarray
Linear, Array Factor, Time o
. . o Free space, . Secure communications,
This work Planar, Linear, Logarithmic Analysis, Focus Area,
. two rays model . Interference management
Circular Focus Efficiency

FIGURE 1. Deployment of a linear FDA.

where fj is the frequency feeding the reference element and
dm the phase of the signal feeding the m—th element. Further
details are included in the Appendix A.

If the goal of the FDA is to make the field peaking in
a target point, P;(R;, 0;) the phase §,, of the signal feeding

the m — th element must be set as follows:
sreak — g, 27 mfpd sin 0,
Afm .
+ 271—[R, (m) dsinb;] —2m Afpt (5)

According to eq. (5) the phase coefficients should be
continuously tuned over time to keep the peak of the field
on P;. In case of static geofencing, where the target point

keeps still, the phase values must linearly change over
time, thus corresponding to a saw-tooth phase modulation
profile. Conversely, the phase-time relationship turns out
much harder in case P; is moving (i.e., in mobile wireless
communications), to the extent that geofencing may result
simply impossible unless accurate and up-to-date information
on the target point position can be provided to the transmit-
ting FDA. This issue is mitigated in case mobility occurs
at somehow constant speed and along the same, specific
track, as for instance in railways [23]. In order to reduce the
complexity of the phase tuning procedure, the peak condition
is often limited to some instant 7y (usually set as 7y = 0 for
the sake of simplicity [1]), i.e.:

peak 2 mfyd sin 6;
o _

= ,BORI -

fm

+ 2 ——[R; — md sin 0] — 2 Afiuto (6)

In order that two legitimate users can effectively exchange
some information through the FDA communications, the
field should steadily peak in the target receiving location P;
for a time (much) greater than the symbol length. Of course,
this requirement is automatically met if the phases can be set
according to eq. (5), as the field peak will be then steadily
placed on P;. By contrast, if the condition in eq. (6) is instead
enforced, the array factor is going to change over time at
a rate related to Af,, (eq. (4)), and the following relation



PRETE et al.: FDA ARRAY FOR SIGNAL GEOFENCING IN WIRELESS COMMUNICATIONS: DOES IT WORK? 54

FIGURE 2. Planar deployment of an FDA.

should be therefore fulfilled (also in agreement with [1]):

Afm K B L fo, Vm )

Moreover, in case a large amount of data must be
exchanged, the peak should periodically turn up at the target
receiving locations in order to provide multiple time slots
for communication. This aspect will be further discussed in
the following.

In the framework of resorting to FDA to improve the
privacy of communications, transmission of artificial noise
to knock down the signal-to-noise ratio of possible eaves-
dropper has been also proposed [24], [25]. Since artificial
noise of course should not be delivered to the legitimate
receiver, the array factor should now have a notch in P;. The
phase §,, of the signal feeding the m — th element must be
then set as:

notch peak gnotch peak
8, " =08, 8 1= =4 mal T

m=1,3,5.,M—1 (8)

In case large array size can be afforded, part of the array
could be devoted to focus the signal on the target receiver,
whereas the remaining elements could be employed to spread
artificial noise all around.

B. PLANAR DEPLOYMENT

With reference to the planar deployment shown in Fig. 2 let
N and M be the number of elements along the X and the Z
axis, respectively, whereas d, and d, are the corresponding
spacings. The feeding frequency does not change along X
axis, but only along Z axis. The distance between the (n, m)
element on the grid and the point P can be clearly expressed

as:
Rum = | R%, + (m - d,)* )

Under far-field conditions, the distance between the element
(n,0) and P can be still computed as in eq. (A.3) by simply
replacing m with n and d with d,. Then:

Rum ~\ (R — ndy sin )2 + (m - d.)? (10)

v
\\P(R.6)

FIGURE 3. Multiple rings circular deployment of an FDA.

The array factor can be therefore expressed as:

N—-1M-1

AFR.0.1) = > el 72

n=0 m=0

2”Amenm
e - 61277 Afint

nm—

an

The phase values required to set the peak in P; at time
instant fo can be then written as:

2n Af mBnm
C

Spm = ,BOan + — 27 Afmt() (12)

C. CIRCULAR DEPLOYMENT

In addition to the linear and the planar deployment, the
circular layout reported in Fig. 3 is also here considered.
Frequency diversity is applied across the M elements over
each circle, whereas the N elements on the same spoke share
the same frequency [26]. Also, the elements are uniformly
spaced in both the radial and the angular direction. The far-
field approximation for the element-to-point P distance and
the corresponding expression of the array factor are reported
in eq. (13) and eq. (14), respectively.

R, ~ R — (p +nAp)siné cos oy (13)
N—1M-1 2
AF(R,0,1) = Z Z ej&,,mei (,0(p+nAp) sin @ cos oy,
n=0 m=0
e jhAf'" (R—=(p+nAp) sin 0 cos cm)) ,27 Afit (14)

Eq. (14) easily provides the phase shift §,,, required to
set up the field peak in P; at time instant fo:

2 fm

Smn = BoR; + [R; — (p +nAp) sin b, cos oy, ]

21tfo
— —( + nAp) sin; cos oy, — 2 Afiuto  (15)

lll. ANALYSIS OF THE FREE SPACE RADIATED FIELD

This Section highlights the main properties of the free space
field radiated by an FDA, depending on its geometrical
layout and on the frequency management policy. In agree-
ment with previous studies ([1], [3], [5], [10], [11], [12]
among others), the investigation is limited to the spatial
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TABLE 2. Array Factor simulation parameters.

Parameter Value
fo 3.5 GHz
Af 10 MHz
M, N) 5.1), (5,5) or (25,1)
Linear spacing Ao/2
Distance range 10 m — 100 m
Angle range —90° - 90°
Pt Rt = SOIl’l, Ot =0°
1
0.9
0.8
0.7
~ 0.6
? o/ 0.5
: .. 0.4
. 0.3
0.2
7 M &.
20 40 60 80 100

R[m]

FIGURE 4. Normalized |AF|? for a linear FDA with M = 5 and linear frequency
increase.

and temporal properties of |[AF(P, 7|2, i.e., omnidirectional
radiation pattern in the (R,§) plane is assumed for the
array elements. The array factors have been computed and
compared for the different FDA layouts according to eq. (4),
eq. (11) and eq. (14). The size of the considered service area,
the position of the target point as well as the main parameter
of the FDA are summarized in Table 2. The analysis is
carried out in both the spatial and the temporal domain.

A. SPATIAL DOMAIN
Fig. 4 shows the typical, S-shaped spatial representation
of |AF|? for a linear FDA with linear frequency increase.
The array factor clearly peaks in P; but also quite else-
where, and geofencing is therefore not effective for (safe)
communication purposes. Although some improvement is
brought by the logarithmic frequency offset (Fig. 5), the
corresponding spotted area is still quite large and somehow
misshapen. Increasing the number of elements brings clear
further benefit overall (Fig. 6), but also makes the focus area
even more awkwardly stretched. Spreading the M frequencies
among the array elements in a random-like fashion can
also improve the geofencing effect, as previously discussed
in [22] for the logarithmic frequency offset and here shown
in Fig. 7 when a linear frequency increment is instead
considered. To the best of the authors’ knowledge, this
solution has never been investigated in previous studies. It
is worth pointing out that a random like distribution of the
frequencies over the array can be achieved in many ways,
with quite different outcomes case by case.

Arranging the same number of radiating elements on a
single-ring circle looks like a better solution compared to
the linear deployment, for both the linear (Fig. 8) and the

0 [deg]

20 40 60 80 100
R[m]

FIGURE 5. Normalized |AF|? for a linear FDA with M = 5 and logarithmic frequency

increase.

1
0.9
0.8
0.7
0.6
— 0.5
. 0.4
B 0.3
} 0.2
0.1

20 40 60 80 100
R[m]

0 [deg]

FIGURE 6. Normalized |AF|? for a linear FDA with M = 25 and logarithmic frequency

increase.
1
2, 0.9
60 038
40 0.7
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0.5
-2 0.4
: 0.3
) 0.2
0.1
e

20 40 60 80 100
R

0 [deg]

[m]

FIGURE 7. Normalized |AF|? for a linear FDA with M = 5 and linear frequency
increase with random-like distribution.

logarithmic (Fig. 9) frequency increase. Surprisingly, the
impact of the random-like distribution of the frequencies
over the circular array (Fig. 10) turns out quite weaker than
it has just been discussed for the linear deployment (Fig. 7).
Based on this difference, which was also checked in some
other cases not included here for the sake of the paper length,
the random like frequency assignment will be limited in the
following to the FDA linear deployment only.

A definitively sharper geofencing effect can be finally
achieved if the FDA is constituted of many elements spread
over a 2D spatial grid, as clearly reported in Fig. 11 and
in Fig. 12 for the multi-ring circular layout and the planar
layout, respectively.
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FIGURE 8. Normalized |AF|? for a circular FDA with M = 5, N = 1 and linear

frequency increase.
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FIGURE 9. Normalized |AF|? for a circular FDA with M = 5, N = 1 and logarithmic
frequency increase.

0 [deg]

20 40 60 80 1
R[m]

20 40 60 80 100

FIGURE 10. Normalized |AF|? for a circular FDA with M = 5, N = 1 and linear
frequency increase with random like distribution.

Results also highlight that the linear increase of frequency
over the FDA elements trigger the spatial repetition of the
array factor peaks in the radial direction, with spatial period
equal to c/Af (Figs. 4, 7, 8, 10-12). The same effect does not
rise up if the logarithmic frequency offset is instead enforced,
as shown in Figs. 5, 6, 9, 13. Since the peak spatial repetition
can in general result in a heavier interference/eavesdropping
risk, the logarithmic frequency increase looks like the better
solution. Nevertheless, it can turn out ineffective when it
comes to the |AF| properties in the time domain, as discussed
in the following subsection. It is worth noting that the
the spatial repetition of the spot due to the array factor
periodicity is not automatically reflected in the field spatial
distribution, as the intensity of the spots increasingly fades

0 [deg]

20 40 60 80 100
R[m]

FIGURE 11. Normalized |AF|? for a circular FDA with M = 5, N = 5 and linear
frequency increase.

0 [deg]

20 40 60 80 100
R[m]

FIGURE 12. Normalized |AF|? for a planar FDA with M = 5, N = 5 and linear
frequency increase.

0 [deg]

FIGURE 13. Normalized |AF|? for a circular FDA with M = 5, N = 5 and logarithmic
frequency increase.

at larger distance because of path-loss. Therefore, multiple
spots can actually reduce the FDA effectiveness to limit both
the interference and the eavesdropping threat, especially in
case the eavesdropper or the interfered user is placed on a
beam spot closer to the transmitter than the target user. This
occurrence can be limited if the spot spatial period is greater
than the FDA - target point distance, i.e.:

c
R, < —

=N (16)

B. TIME DOMAIN ANALYSIS
The time dependence of the array factor can represent

an inherent advantage of FDA in radar applications, as
it can provide automatic spatial scanning, but it requires
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some care when it comes to wireless communications, or
to any other service where the signal focusing should be
conveniently steady in time. In fact, if the beam cannot
stand still on the target point then (i) reliable exchange of
information between two legitimate users could be possible
over a limited time period only, and (ii) possible interference
and/or eavesdropping may occur afterwards, as soon as the
beam spot moves away. Of course these impairments can be
overcome if the phases §,, of the signals feeding the array
elements can be reliably set at any time t according to the
values required to keep the field spot on P;. ! Nevertheless,
the required phase conditions are often enforced only at
some specific instant fo for the sake of simplicity, as already
discussed in Section II-A. Under such limitation, safe and
reliable communications might still occur provided that the
temporal behavior of the array factor turns out periodic, thus
supplying the legitimate users with multiple time slots for
reliable data exchange. This possibility is further discussed
herein. In order that the legitimate users exploit the wireless
channel only at the reappearance of the peak of the array
factor, synchronization is of course required, but it represents
an issue several wireless systems already cope with to
an overall satisfactory extent. Furthermore, transmission
might be interrupted as soon as the beam spot leaves the
target point, thus preventing possible interference/leakages
of information towards other users/eavesdropper placed
around [19]. Still with reference to the list of parameters in
Table 2, Fig. 14 shows the way |AF| changes over time in
the target point for a single ring circular array depending
on the frequency increase policy. In the linear case, |AF| is
clearly periodic with period Tar = 1/Af, i.e., the peak value
|AF | max turns up every T4r sec.; conversely, the periodicity
vanishes in the logarithmic case, and after 7y |AF| hardly
rises up again to its maximum. Since data exchange between
the users should take place only when signal geofencing
is effectively enforced, i.e., when |AF(P:, )| = |AF|max,
the linear frequency increase looks like a more reliable
solution. Moreover, it is worth noting that the logarithmic
frequency increase also poses some technical problems, as
the frequency increase becomes progressively smaller as the
array size becomes larger. On the other hand, increasing the
frequency linearly brings unpleasant periodicity in the spatial
domain, as already pointed out in the previous subsection.
More in general, peak periodicity in the space and in the
time domain seem inherently interleaved: every time secure
communication over long period between legitimate users is
enabled through time periodicity of the array factor, spatial
peak repetition turns up as an unavoidable side effect.

A greater number of elements over the ring of course
increases the value of |AF| at fp, but also unexpectedly

lAnyway, it would not correspond to a static array factor. In fact, in spite
of some alleged solutions for time invariant FDA have been proposed in
some previous studies, the analysis carried out in [27] has definitively stated
that a range-dependent pattern eventually always leads to a time-dependent
pattern. Thus, it is impossible to generate a time-invariant range-dependent
beam pattern.

AT, (P.0)

— Linear
= Logarithmic|

1.5 2 25 3 3.5 4 4.5 5
Time normalized to TAF:UAt

FIGURE 14. |AF| vs. time in P, for different policies of frequency increase across
the elements of a single ring circular FDA.

0 0.5 1 L5 2 25 3 35 4. 45 S
Time normalized to T,V Af

FIGURE 15. |AF| vs. time in P, for different number of rings and of elements per
ring.

reduces the time |AF| keeps closer to |AF|,, (Fig. 15). For
instance, the half-factor time-width, i.e., the time interval
where |AF| keeps greater than |AF|;4x/2, drops from about
18% to 3.6% when M is increased from 5 to 25.

Interestingly, if the 25 elements are instead spread over
5 rings, corresponding to 5 different feeding frequencies
instead of 25, the same increase in |AF|,,, is achieved
while preserving the half-factor time-width at the same
time (Fig. 15). This actually represents the main reason
why the 2D layout (i.e., the circular and the planar ones)
should be conveniently conceived with a number of different
frequencies lower than the total number of array elements.
Limiting the number of radiated frequencies can also
contribute to reducing the overall FDA power consumption,
as the generation and the management of the different
frequencies might represent an energy demanding process
inside the array front-end.

In summary, the space/time analysis carried out in previous
Sections brings the following considerations:

« Effective FDA-based communications require the beam
spot reliably placed on the target point for a time much
longer than the symbol length;

« In case the phase conditions to keep the field peak on the
target point can be tuned over time, then a logarithmic
frequency increase can be considered, to get rid of the
peak spatial repetition;

« By contrast, if the required phase settings are instead
enforced at some specific instant 7y only, then the linear
frequency increase appear as the viable solution, as
it provides periodic time slots for data exchange. The
efficiency of the communication can be improved by
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spreading the array elements over a 2D spatial grid
and by considering numerous radiating elements, with
a number of different frequencies conveniently lower
than the array size.

o The periodicity in time of the array factor always comes
together with periodicity in the range domain, which
can be potentially harmful.

IV. GEOFENCING SENSITIVITY TO ARRAY PARAMETERS
The sensitivity of the geofencing effect to the FDA parame-
ters is here investigated by means of two specific parameters,
namely the focus area (Ay) and the focus efficiency (er). The
focus area is defined as the area around the target point P;
where the normalized [AF IiB is greater than -3dB, whereas
the focus efficiency is computed as:

Ay
2

S ()
being R; the distance of the target point from the transmitting
FDA, N; the number of spots over the service area where
|AF |§B is greater than -3 dB, A the area of the s-th spot
and R; its distance from the FDA. The focus area of
course accounts for the geofencing effectiveness on the
target point, whereas the focus efficiency accounts for the
presence of multiple spots over the service area. Although
ideal geofencing of course corresponds to & equal to 1,
an efficiency greater than 0.5 may represent an acceptable
target, meaning that the spurious spots are overall smaller
than the target spot or - otherwise - that they are further from
the transmitting FDA than the target point, and therefore
exposed to heavier attenuation. With reference to Ay, it
should not exceed some tens of square meters as a fair rule
of thumb.

In particular, the spatial average of the focus area and
efficiency ((Ar) and (gf), respectively) is computed herein
for different characteristics of the FDA. The statistical
assessment is carried out through a Monte Carlo approach.
For each considered setting of the FDA (geometrical layout,
number of elements and spacing, frequency offset), As and &f
have been computed for N; = 1000 target points uniformly
spread over the service area, and the N; corresponding
values have been finally averaged to get the spatial means.
The investigation is limited to the linear frequency increase
across the elements, which is expected to be more critical
in terms of focus efficiency because of the peak spatial
repetition. The circular layout is first addressed as a reference
deployment, and it is then compared to the planar and the
linear solutions. Random-like distribution of the frequencies
among the radiating elements is considered in the linear case,
as it has been found especially striking just for the linear
deployment (see Section III-A)

To begin with, the same service area considered in Table 2
(I0m < R < 100m, —90° < 6 < 90°) has been also
considered, and the spacing between the elements has been
set equal to Ag/2.

& (17)
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FIGURE 16. Average focus area, single ring circular FDA, R < 100m, f, = 3.5GHz,
spacing = Ao/2.
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FIGURE 17. Average focus efficiency, single ring circular FDA, R < 100m,
fo = 3.5GHz, spacing = 1,/2.
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FIGURE 18. Average focus area, multiple rings circular FDA, M = 5, R < 100m,
fo = 3.5GHz, spacing = 1,/2.

A. CIRCULAR DEPLOYMENT
The average focus area and efficiency for a single ring
circular array are plotted in Figs. 16 and 17 against Af
and for different M values. Increasing the frequency offset
leads to smaller focus area but unfortunately also to lower
efficiency, as the spots’ radial period gets shorter, and
therefore eq. (16) results unsatisfied over an increasingly
larger part of the service area. This increases the occurrence
of cases where additional spots closer to the transmitting
FDA turn up, to the detriment of the mean focus efficiency.
A greater number of radiating elements over the ring turns
out beneficial on both (Ar) and (gf), although it makes harder
to meet the condition stated in eq. (7). Moreover, the benefit
reduces as M increases, especially for the focus efficiency.
A large number of elements also impairs the sensitivity of
the focus area to the frequency offset (Fig. 16).

The introduction of multiple rings can further improve
both the focus area and efficiency (Figs. 18 and 19),
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FIGURE 21. Impact of range restriction on the focus efficiency for a single ring
circular FDA, f, = 3.5GHz, spacing = 10/2.

although (g7) turns out to be insensitive to the number of
rings.

These results clearly show that Af should be limited to few
MHz to get a satisfactory efficiency, but this contrasts with
the requirement empirically set on the focus area. In fact,
according to Figs. 16 and 18, even numerous rings and/or
elements over each ring can hardly provide (Ay) smaller than
some hundreds of square meters for Af up to few MHz.

Performance can be improved by limiting the extension
of the service area, i.e., the maximum distance where the
geofencing effect is enforced. Figs. 20 and 21 compare the
average focus area and efficiency in case the maximum
range is set to 100m and 50m. Of course, the range
reduction automatically makes eq. (16) more easily satisfied,
thus corresponding to higher efficiency (Fig. 21). Moreover,
figures like Figs. 11 and 12 show that radial spots keep
their shape in the polar plane, i.e., their area grows up with
distance. Therefore, limiting the range is also beneficial to
(Ar) (Fig. 20).

The impact of the communication frequency and of
the spacing between the array elements on the geofenc-
ing effectiveness is finally reported in Figs. 22 and 23.

FIGURE 22. Focus area sensitivity to communication frequency and elements
spacing for a circular FDA with M =5, N =5, Ay = 5MHz.
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FIGURE 23. Focus efficiency sensitivity to communication frequency and elements
spacing for a circular FDA with M =5, N =5, A; = 5MHz.

Both (Af) and (gr) seem independent of the frequency,
whereas increasing the spacing reduces the focus area
while keeping the efficiency basically unchanged, unless
it is excessively stretched (Fig. 23). In fact, as a large
spacing can boost the side lobes level in standard arrays,
it can similarly trigger the appearance of “side spots” in
the angular direction, to the disadvantage of the focus
efficiency.

In conclusion, many parameters seem to affect the focus
area, like the frequency offset, the number of elements and
their spacing, whereas the focus efficiency is mainly driven
by the frequency offset. Therefore, it can be convenient
to choose M, N and the spacing to get a satisfactory
(average) focus area, and select Af in order to meet also the
requirement on the (average) focus efficiency. In this general
framework, it is worth reminding that limiting the range also
turns out to be beneficial, i.e., signal geofencing through
FDA seems a viable solution only for short- / mid-range
wireless communications, as also previously suggested by
eq. (16). For instance, setting the maximum range at 50m,
M=N=5, Af = 4MHz and with spacing equal to 3¢, then
(Af) ~32m? and (gf) = 1.

B. COMPARISON WITH PLANAR AND LINEAR
DEPLOYMENT

As shown in Figs. 24 and 25, the performance achieved for
the linear and planar layouts follows the same trends already
highlighted for the circular case.

For the same array parameters, a planar FDA in general
exhibits worse performance than the corresponding circular
FDA in terms of both focus area and efficiency. Conversely,
a linear FDA (with random-like frequency spreading) can
yield a quite limited focus area, in general well smaller
compared to a circular or planar array with the same number
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FIGURE 24. Average focus area in the linear and in the planar case, comparison
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FIGURE 26. Average focus area in the linear and in the planar case, comparison
with the circular layout. Af = 5 MHz, Rpax = 50m.

of elements (Fig. 24). Unfortunately, the linear deployment
turns out to be less efficient than the circular layout with the
same number of transmitting antennas (Fig. 25). It is worth
pointing out that the random-like distribution of frequencies
over the array can be done in different ways, corresponding
to different realizations of |AF| in the (R, 6) plane. This
property can be exploited to make geofencing more effective.
In fact, enforcing a random-like time swap of the frequencies
across the array elements may result in a correspondingly
frantic change of the spurious spots position around the
target spot. This effect can further hamper any possible
eavesdropping attack, as well as fairly share interference
all over the space rather than keep it affecting few specific
locations (in a sort of interference hopping effect).

In comparison with the circular deployment, a larger
spacing between the elements is less effective in both the
linear and the planar case, as it still reduces the size of the
focus area (Fig. 26) but it also affects the focus efficiency
to a heavier extent (Fig. 27).
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FIGURE 27. Average focus efficiency in the linear and in the planar case, in
comparison with the circular layout. Af = 5 MHz, Rp.x = 50m.

The major trends and results highlighted by the analysis
carried out in Section IV are summed up in Table 3, which
reports the sensitivity of the focus area and efficiency to the
main parameters of the FDA.

V. A GLANCE TO MULTIPATH EFFECT
In agreement with several previous studies [1], [5], [6], [9],
propagation in ideal free space conditions has been consid-
ered so far. Nevertheless, FDAs might be also deployed in
complex environments, where shadowing and/or multipath
effects may rise up. The impact of multipath on FDA
performance is here preliminary addressed in the simple
case sketched in Fig. 28, where the presence of a Perfect
Electrical Conductor (PEC) reflecting surface introduces
a reflected propagation path in addition to the direct
contribution [28]. Compared to [29], where the main focus
was not on propagation issues and the ground effect was
taken into account through a random fading coefficient, a
deterministic approach is here considered, which can more
easily highlight the way multipath can affect geofencing
effectiveness. The final, analytical formulation achieved
herein is actually rougher than the field expressions proposed
in [28], but it is also clearly simpler and more reader-friendly,
and therefore more suited to straightforwardly convey the
message that multipath effects should be taken into account
when FDAs are deployed in real propagation scenarios.

Under the assumption R >> hrpa, hp, (Fig. 28), the
total field received at frequency f,, (E},,) can be formally
expressed through a correction factor simply applied to the
free space field (E}f) [30], i.e.:

Em

= Efls - CFyy = Effg - (14T - eP27) (1)
where CF,, is the correction factor, I, and B,, are the
reflection coefficient and the wave number at frequency f,,
respectively, and Ar ~ 2hpps - hp,/R. Since the reflecting
surface is made of PEC, I';, = —1, Vm. Let’s also assume
for the sake of simplicity that Af,, is so smaller than fy
(eq. (7)) that B,, & By in eq. (18). Then:

Em

e~ Efls - CFo = Eflg- (1—e787)  (19)
Under the considered assumptions the signals received at
different frequencies in presence of the ground approximately

add up as they do in free space, i.e., the FDA array factor
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TABLE 3. Sensitivity of focus area and efficiency to the major array parameters.
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FIGURE 28. FDA propagation in presence of a PEC reflecting surface.

can be still leveraged to express the total received free space
field, i.e.:

|Etor(P, )| % |Eo(P)| - |AF(P, 1)| - |CFo(P)] (20)

According to [30], the magnitude of the correction factor

can be expressed as:
. (27 hppa - hp
sin| ——
2o R

At large distance, where sin(%) ~ %, the interference

between the direct and the reflected waves keeps steadily
destructive, and the received signal intensity decreases over
distance at a rate harsher than free space. At shorter dis-
tances, the presence of the PEC reflecting surface introduces
fluctuations on the received signal strength in both the
frequency and the range domains, depending on whether the
interference is constructive or destructive. In case it turns out
destructive in Py, the total received field can be dramatically
weak regardless of the array factor. This is clearly highlighted
in Fig. 29, where the same situation already considered in
Fig. 11 under free space conditions is reconsidered taking
into account the PEC reflecting surface effect by means of
the approximated eq. (20).

To what extent FDA-based wireless application can cope
with multipath propagation looks like a critical issue, which
requires more accurate and specific attentions. In this respect,
FDA performance and focus effectiveness in multipath and
NLoS scenarios has been also preliminarily investigated
in [31] through ray tracing simulations, highlighting that
multipath can introduce additional small-scale spatial oscil-
lations on the array factor.

\CFo| = [2 1)

VI. MULTI-USERS FDA COMMUNICATIONS

In the previous sections, possible benefits coming from FDA
to interference control or communication secrecy have been
investigated with reference to a single wireless transmitter
spreading the FDA signal over a service area. Nevertheless,
many users can be simultaneously active in real wireless
networks, and therefore some general considerations on
multi-users FDA communications are shortly drawn in this
section.
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FIGURE 29. Possible effect of a PEC reflecting surface on propagation from a
circular FDA with M = N =5, f = 3.5 GHz, Af = 10 MHz, target point P;(50m, 0°) and
hepa =3m, hp =1m.

A first, possible solution to enable FDA in multi-users
scenarios may be represented by time division multiple
access (TDMA), where the different FDA transmissions
are arranged on different time slots. In order that TDMA
can effectively work, it should carefully take into account
the time instability of the array factor, i.e., the time slot
handling policy should enable each communication when
the corresponding beam spot is well-placed on the target
receiver. Simple management of multiple transmissions at the
base station (BS)/access point (AP) might be also achieved
by splitting the whole array into sub-arrays then assigned
to the different communications, to the expense of the final
geofencing effectiveness resulting from the reduction in the
number of antenna elements allocated to each user. In case
a heavier level of complexity can be afforded, downlink
FDA transmissions toward different users can even exploit
the whole array by means of multiple, simultaneous beams
enforced by means of different beamforming matrixes [32].

Finally, FDA technique looks quite consistent with
Orthogonal Frequency Division Multiplexing (OFDM) mod-
ulation and access, which is currently widely employed
in many wireless communication systems. In OFDM the
symbols sequence is split into several, parallel streams, which
are then transmitted on different frequencies (sub-carriers).
Therefore, mapping the same symbol on the different sub-
carriers should in the end correspond to FDA. In order
to get a suitable frequency offset, just a sub-set of the
available sub-carriers should be probably used, but a flexible,
dynamic exploitation of the sub-carriers does not represent
an issue for the current state of OFDM technology. More
in general, FDA design can be expected to share the same
hardware complexity and challenges of (MIMO-)OFDM
transceiver [33]. Further details on OFDM technology to
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enable FDA-based secure wireless communications can
be found in [34], whereas in [35] the FDA technique
is embedded in an OFDM modulation scheme for joint
communication and sensing.

VIl. CONCLUSION

Frequency diverse arrays exploit feeding signals with dif-
ferent frequency and phase to achieve signal geofencing,
i.e., to focus the radiated field around some target point.
Although commonly envisaged for radar and wireless power
transfer applications, frequency diverse arrays can be in
principle helpful also in wireless communications, to limit
the interference issue and/or to improve data privacy. In
order to understand whether these benefits can be really
achieved in practice, investigating the sensitivity of the
geofencing effect to the main parameters of the array is
an important task, which has been addressed in this work.
As general remarks, FDA based communications can cope
with users’ mobility to a limited extent, i.e., they look more
suited to static communication systems. Frequencies can
increase over the array according to either a logarithmic
or a linear policy. In case geofencing can’t be enforced
all over the time by tuning the phase of the array feeding
signals accordingly, the linear frequency increase should be
considered, as it can at least provide the transmitter and
the receiver with multiple, periodic communication time
slots. A random-like distribution of the frequencies across
the elements can be effective, although the benefit basically
holds for the array linear deployment much more than for
other geometrical layouts. The frequency offset should not
exceed a few MHz, to get a satisfactory focus efficiency, and

the elements can also reduce the focus area, of course
at the expense of the array size, but can also impair the
focus efficiency on the other hand, at least for the linear
and the planar layouts. Overall, pursuing satisfactory focus
area and efficiency looks like a complex trade-off, that can
be relieved if geofencing is limited to mid- / short-range
communications.

Further investigations are necessary to assess the
performance of frequency diverse arrays in presence of
multipath, which has been here proved to represent a possible
threat just in a simple reference case. Moreover, evaluation
of the geofencing effectiveness in case the FDA is made by
directive radiating elements also deserves additional, specific
attention.

APPENDIX

A. LINEAR DEPLOYMENT

With reference to the linear FDA previously outlined in
Fig. 1, the free space field radiated by the m-th element in
P(R, 0) at time instant ¢ can be written as:

em(R, 0, 1) =m{<ﬂeﬁme/ﬂmRm)eﬂ”fmf} (A1)

m
where E,, is the complex field emitted in the 6 direction,
Bm = 21 /Ay and R, the distance traveled by the m-th signal.
In far field conditions, the signals arriving in P from each
array element basically experience the same path-loss, i.e.,:

1/R, =~ 1/R (A.2)
Conversely, the following expression for R, should be

considered in the exponential to account for the phase shift
due to propagation (Fig. 1):

also to keep frequency deviations usefully small. In order R 2~ R —mdsin6 (A.3)
to improve the performance, employing numerous elements being d the spacing between the elements (Fig. 1).
is also convenient, better if spread on a two-dimensional Furthermore,
grid (e.g., circular or planar) and grouped in clusters sharing 1 fm  fo o Afm
th foedi . . — =2 (A.4)
e same feeding frequency. Increasing the spacing between Ao c c c
Fo
—
27fo . 4
em(R’ 9, t) _ m %dﬁme_] —R 427'rmf0(dsm9 e_jZnAfm(R;mdslnB) e]'ZT[Aﬁnt eﬂﬂfot
_ % <Eﬂejﬁ0R> (e/.(sme/.mmfo;zsine eijZnAfm(Rc—mdsin(J) ei27TAfmt> eiZJTfol} (A6)
R
M-l E 27 fymd sin 6 277 Afyn (R—md sin 6)
eR.6.1) = Y R (2R (ool T T T 2 At ) 2ot
, 0, R
m=0
E M-l 2rfgmdsing .2 Afy(R—mdsinG) ;
=] | Z2eiboR Z fom ol = I TR 2 At | g2 (A7)
\—\R — m=0
Ey(P)

AF(P,1)



IEEE Open Journal of

63 IEEE OPEN JOURNAL OF ANTENNAS AND PROPAGATION, VOL. 6, NO. 1, FEBRUARY 2025 Antennas and Propagation

and the field e,(R,0,f) can be then expressed as in
eq. (A.6).

Finally, the total field radiated by the FDA in P at time
t can be computed as the sum of the fields from each
element. In case Ey, ~ Eg can be also assumed, the final
expression reported in eq. (A.7) can be achieved, where
the total, complex field e(P, ) therefore corresponds to the
product of the complex field radiated by the single, reference
element (Eg(P) in eq. (A.7)) and a complex array factor
AF (P, t) equal to:

.27 fymd sin 6

-1
AFR.0.1) =Y elPmel ™
m=0

.27 Afm(R—mdsin9) .
e_]wdzﬂAﬁ’l, (AS)
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