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Abstract—Many countries lack live enrollment procedures for
facial images in identity documents, allowing citizens to provide
their own photos. This operational procedure opens avenues
for fraudulent attacks, primarily through digital manipulations
of facial images, which have an impact on automated identity
verification performance. Detecting such manipulations before
image inclusion into documents is critical, especially given the
difficulty in identifying them visually. To address this, a software
tool is proposed to assist human examiners in analyzing facial
images for electronic ID documents. The tool aligns with guide-
lines from the Facial Identification Scientific Working Group,
implementing measures covering various facial components to
ease the comparison between the ID photo and a live-captured
image during enrollment.

Index Terms—Electronic Machine-Readable Travel Documents
(eMRTD), face image manipulation, facial image analysis, face
beautification, face morphing.

I. INTRODUCTION

One of the main challenges of biometric identification is to
ensure that the identity data stored in a document, such as a
passport or an ID card, correspond to the real identity of the
person who owns it. This is especially important for electronic
documents that embed biometric features, such as face images,
fingerprints, or iris patterns, which can be used for automated
verification at border crossings or other security checkpoints.
However, the reliability of these biometric features depends on
their integrity and authenticity, which can be compromised by
various types of attacks, such as presentation attacks or digital
manipulations of the images. Indeed, in many countries the
enrollment procedure for identity documents doesn’t include
live enrollment of the face image, thus allowing citizens to
bring their own photo printed on photographic paper. Un-
fortunately, such images might have been somehow digitally
altered or manipulated, for instance to improve facial appear-
ance (e.g. improving skin texture), or could present some
geometric distortions introduced by acquisition devices or due
to an uncareful printing process, or might finally have been
intentionally manipulated with criminal intent. Among others,
the morphing attack recently emerged as a serious security
threat [1], [2], and several real cases have been reported by
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the authorities of different countries to confirm this risk. Such
manipulations have a negative impact on the performance of
automated identity verification, and it is therefore crucial to
detect them before the image is included into the document.
Unfortunately, tests conducted with human examiners [3] have
shown that this type of manipulation is very difficult to detect
with the naked eye. While digital image beautification is easier
to spot since it introduces quite visible texture alterations (e.g.
very smooth skin), other manipulations producing geometric
distortions are very hard to identify.

The tool design and implementation are inspired by the
guidelines defined by the Facial Identification Scientific Work-
ing Group for the morphological analysis recommended for
manual facial comparison [4]. Several measures have been
implemented, covering the different facial components. The
single functionalities will be described in detail in the follow-
ing section. It is worth noting that the aim of the tool itself is
not to detect possible manipulations or to influence the human
examiner’s decision but only to facilitate the facial analysis and
comparison.

II. TOOL OVERVIEW

The main components of the software tool are outlined in
Figure 1. The tool allows to compare two images, the one
which should be included into the ID document D and a
live captured image L, used as a ground truth to check if
the first image has been somehow manipulated. The two faces
are first aligned based on the facial landmarks automatically
extracted, and then each face is segmented into its main
components (eyes, nose, mouth, face region, etc.) in order
to facilitate the comparison of the single parts. Moreover,
further functionalities are implemented to allow the user to
measure and compare specific distances between reference
points (automatically detected or manually labeled). More in
detail, the image comparison workflow includes several steps,
described in detail in the following subsection.

A. Facial landmark detection

A preliminary alignment stage is necessary to deal with
different face size in the two images to compare; facial
landmarks automatically extracted using the Dlib library [5]
are exploited to rescale and align the two images based on the
position. In particular, the two images are rotated, in order to



Fig. 1. The image processing workflow adopted by the tool. A pre-processing is applied to the two input images to be compared to align them; then the two
images are segmented to identify the single facial components and finally a comparison utility is provided based on the facial landmarks, the face triangulation
and the segmetation computed in the previous stages.

have a horizontal eyes line, and then rescaled based on the
eyes distance to the smaller one. As further information for
face comparison, the tool performs the Delaunay triangulation
[6] based on the facial landmarks previously identified.

B. Face segmentation

After alignment, the two face images are segmented into
their main components: face region, hairs, eyes, eye browses,
nose, mouth, ears, neck, and dresses. This segmentation stage
is useful to estimate the overlap of the single face regions
in the two images. An open-source tool [7], based on a
Bilateral Segmentation Network (BiSeNet v1), has been used
to this purpose. The segmentation network works on images
of size 512×512, so the aligned face images are resized to
that reference dimension to be segmented and the resulting
segmentation mask is then resized to the original image size
to preserve the facial aspect ratio.

C. Facial analysis and comparison

Several measures have been implemented to compare the
two faces from different points of view. We tried to take into
account the different facial components, including regions,
such as the ears, which are typically ignored by automatic face
processing techniques but actually contain useful information
for image analysis and comparison.

1) Face components: An overall measure of the similarity
between the two images can be obtained by comparing the
two related segmentation masks. In particular, for each single
face component in the two images the Intersection over Union
(IoU) is computed as the ratio between the area of overlap
between the two corresponding regions and the area of their
union. The IoU value is a value in the range [0;1] where 1
indicates a perfect overlap. A comparison of the IoU values
for the single components will focus the human examiner’s
attention on specific regions to detect possible deviations. An

example of IoU computation is given in Figure 2 for a bona
fide image pair as well as for some image pairs taken from the
questionnaire described in [3] where one of the two images
is manipulated. In particular, an example for each kind of
alteration is provided: pincushion geometric distortion, barrel
geometric distortion, digital beautification and morphing. For
the bona fide pair, high values of IoU are observable for the
two images, despite of small changes in pose or lighting. The
good overlap is also visually confirmed; all facial components
are quite well aligned. On the contrary, in all manipulation
cases, lower values of IoU are observed and also visually
the overlap between the single components is not optimal.
The typical effects produced by the single manipulations are
observable in the IoU values; for instance, face beautification
acts mainly on eyebrowse, nose and mouth.

The same measure of Intersection over Union is computed
for each pair of corresponding triangles in the two images and
the resulting value (between 0 and 1) is visually represented
by a color map (ranging from red to green, according to the
degree of overlap). This kind of visualization is particularly
useful for some kinds of manipulation which act mainly on
certain facial regions. An example of application is given in
Figure 3 for a bona fide image pair as well as image pairs
with manipulation. In the IoU visualization, the IoU value is
mapped into a color map where, as expected, green means
high overlap and red low overlap.

Even though some limited deviations are observable even
for the bona fide pair, due for instance to small pose changes,
all the IoU values measured for this specific case are quite
high. As a term of comparison, the IoU results computed
for face triangulation on the manipulated image pairs present
a higher variability and a stronger presence of red areas
with respect to the genuine example is evident. In particular,
noticeable deviations are visible in the eyes, nose, mouth, and



Fig. 2. Examples of IoU computed on face segmentation for some image pairs taken from the questionnaire [3]; in particular, a bona fide pair as well as one
example for each manipulation is reported: pincushion geometric distortion, barrel geometric distortion, digital beautification and morphing.

chin regions.
2) Facial proportions: As suggested by the FISWG docu-

ment [4] some general proportions hold for the different face
parts (see Figure 4):

• the face can be divided into three equal parts: hairline
to nasal root, nasal root to nasal base, and nasal base to
chin;

• the width of the chin is the same as the width of the
mouth;

• the distance between the inner corners of the eyes is equal
to the width of one eye;

• the mentolabial sulcus is half the distance from the nasal
base to the chin.

Even if not all faces conform to these proportions, such
measures can be a valid contribution to the detection of image

alterations since any kind of manipulation changing the face
geometry, will be reflected in a modification of these values.

3) Eyes analysis: The FISWG document suggests some
other interesting reference measures in the eye’s region (see
Figure 5). In addition, other reference measurements such as
the intercanthal distance (distance between inner corners of
the right and left eyes) and eyes width are considered in the
tool. The tool offers therefore the possibility to observe these
measures; reference points for measurement computation are
automatically calculated starting from the detected landmarks,
but the user can manually modify the points to label them with
higher accuracy.



Fig. 3. Examples of IoU computed on face triangulation for some image
pairs taken from the questionnaire in [3]; in particular, a bona fide pair as
well as one example for each manipulation is reported: pincushion geometric
distortion, barrel geometric distortion, digital beautification and morphing.

III. VALIDATION OF THE TOOL MEASUREMENTS

In order to validate the main measures provided by the tool
and evaluate their effectiveness to facilitate the detection of
image manipulation, we computed some statistics aimed at
estimating the impact of image manipulations on the different
facial measurements. A set of 63 images has been considered
(21 for barrel distortion, 21 for pincushion distortion, 21 for
digital beautification). We first analysed in Figure 6 the IoU
values observed for the different facial components obtained
by the face segmentation approach (see Section II-B). The
ideal value is 1 which represents a perfect overlap between
the two compared images. The graphs report the results for
geometric distortions (barrel and pincushion), and for digital
beautification (applied with three increasing levels of inten-

Fig. 4. Some of the traditional canons for ideal facial proportions described
in [4].

Fig. 5. Eyes measurements based on the analysis of the position of the
eyebrow relative to the position of the eye opening.

sity). These results mainly reflect the changes in the facial
components area for the different manipulations. The deviation
from ideal value of 1 is quite limited for some regions, but
for others such as the ears or the eyes region, noticeable
differences can be observed. Moreover, a higher intensity of
beautification corresponds to a higher deviation of the IoU
value. These results are in line with the expectations since the
manipulations have a higher impact on some face with respect
to other.

With regard to facial proportions described in Figure 4 and
II-C, we computed for different image pairs the deviation of
each measure observed in the altered image with respect to
the original one as follows:

dev =
|daltered − doriginal|

doriginal
(1)

where daltered is a specific distance or value computed in the
manipulated image and doriginal is the same indicator com-
puted in the original image. The higher the value, the greater
the impact of manipulation. The deviations are analyzed in
Figure 7 for geometric distortions and beautification. In this
case the absolute deviation with respect to the unmanipulated
image is computed for the different measures. The average
results obtained are reported in the graphs. The results show



Fig. 6. Box plot of the face components IoU values for images manipulated with geometric distortion (barrel and pincushion) and digital beautification with
different levels of intensity.

Fig. 7. Box plot of the deviations of facial proportions measurements in images manipulated by geometric distortions and digital beautification with respect
to the original image.

Fig. 8. Box plot of the deviations of eyes measurements 5 in images manipulated by geometric distortions and beautification with respect to the original
image.

that, even in this case, some measures are not significantly
affected, but the impact on others (e.g. eyes, intercanthal
distance, nasal base to chin) is more significant.

The results of Figure 8 analyze the impact of image ma-
nipulation on the measures extracted in the eyes region. In
particular, the distances analyzed in the graphs are described

in Figure 5. The results show that geometric distortions have
a lower impact on this region with respect to beautification,
but still some measures show noticeable variations (distance
E in particular). As clearly visible in the graph, digital beau-
tification strongly affects the eyes region and very significant
deviations from the non-manipulated image are observed.



Fig. 9. Deviations of facial proportions measured on bona fide and morphed
image pairs.

Fig. 10. Deviations of eyes measurements computed on bona fide and
morphed image pairs.

A final analysis has been conducted about the effects
of morphing on the facial proportions (Figure 9) and the
eyes measurements (Figure 10). In particular, the two graphs
compare the average deviation of each single measure on a set
of bona fide pairs and the same average deviation computed
on a set of image pairs where one of the two images is
bona fide and the other one is morphed. In general, even
if the deviations observed are limited, morphed pairs present
a higher deviation than bona fide pairs, suggesting that the
implemented measures can to some extent highlight possible
discrepancies. In this case we also have to consider that the
images used for this test are not always perfectly frontal, thus
influencing the measurement outcome.

IV. CONCLUSIONS

The tool developed in implements several facial measure-
ments typically used by human examiners for manual facial
comparison. The evaluation carried out shows that some
measurements are noticeably modified by digital manipulation
and their analysis, supported by the tool, can help to detect
manipulations. The visual interface is designed to focus the
attention of the examiner on specific face regions thus fa-
cilitating and making more knowledgeable the human’s final
decision. We want to stress once more that the aim of the
tool is not to influence the human examiner and his decision,
but just to help him in the analysis. The tool presents some
useful features but is also subject to some limitations, mainly

related to the need of a good alignment between the two
images to compare. Therefore, in the enrollment scenario, the
live capture should be guided to select a properly aligned and
frontal image. The tool could also be used in other identity
verification scenarios; in that case, the effectiveness of the
proposed measures could be affected by some factors such as
aging or changes in face appearance; specific and more robust
facial metrics and descriptors should be considered in this case
to mitigate these challenges. A multi-stage analysis could be
considered in this scenario. Initially, some general measures
such as IOU and Delaunay triangulation could be considered;
In cases where these scores fall below a predefined threshold,
additional features available to the human examiner could be
utilized to investigate any discrepancies further, enabling a
faster real-time inspection process.

We are currently organizing an evaluation of the tool
with human examiners to analyze the effectiveness of the
proposed analysis and to have a feedback on the usability and
on existing functionalities as well as suggestions for future
possible improvements. As a further research direction, we
will investigate the effectiveness of the facial measurements
reported in this work as a contribution to automatic Morphing
Attack Detection systems.
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